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1 Introduction

Coupled with the progress of the digital era and increasing development of various net-
work applications, networks have become more and more popular in our daily life [1-3].
Among the popular networks, the wireless sensor network is one of the most vulnerable
to attacks of malicious codes due to its special structure, such as limited capacity and de-
fense capability constraints. Wireless sensor networks are usually made up of hundreds,
even thousands, of sensor nodes placed in a hostile or dangerous environment and or-
ganized in ad hoc paradigm to monitor the environment where they are not physically
safe [4, 5]. Hence, for upgrading the security in wireless sensor networks, the test on bet-
ter investigation of malicious codes spreading dynamics is a very crucial subject. For this
reason, one of the imperious topics is to formulate reliable mathematical models that are
applicable to effectively provide some insights into the characteristics of malicious codes
spreading dynamics [6, 7] due to the compelling analogies between malicious codes and
their biological counterparts. In recent years, some scholars at home and abroad formu-
lated and investigated various mathematical models to study the spread of malicious codes
in wireless sensor networks.

Tang and Mark [8] proposed a modified Susceptible—Infected—Recovered (SIR) model
by introducing a maintenance mechanism in the sleep mode of wireless sensor networks
to characterize the dynamics of the virus spreading process from a single node to the en-
tire network. Unfortunately, Tang and Mark [8] assume that the recovered nodes have
permanent immunity, which is not consistent with reality in networks. Because that the
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recovered nodes may be infected again by newly emerging viruses. To overcome this defect
of the modified SIR model, Feng et al. [9] formulated an improved Susceptible—Infected—
Recovered—Susceptible (SIRS) worm propagation model in a wireless sensor network and
considered the model communication radius and distributed density of nodes. Zhu et al.
[10] developed a delayed SIRS reaction—diffusion model with a state feedback controller
to describe the process of malware propagation in mobile wireless sensor networks and
studied the Hopf bifurcation of the model. Considering the latent characteristic of mali-
cious codes, Keshri and Mishra [4] proposed a delayed Susceptible—Exposed—Infectious—
Recovered (SEIR) to describe the transmission dynamics of malicious signals in wireless
sensor network. Vaccination and quarantine are well-known countermeasures in epidemi-
ology. Thus it is interesting and important to extend epidemic models with quarantine and
vaccination to study the malicious codes propagation in wireless sensor networks. Mishra
and Keshri et al. [11-15] proposed different epidemic models with vaccination to study
the attacking behavior of malicious codes in wireless sensor networks. Ojha et al. [16—
18] formulated different models with quarantine to depict worm propagation behavior
in wireless sensor network. There are also some dynamical models with both vaccina-
tion and quarantine [19, 20] and other models [21-24] to model the dynamics of mali-
cious codes in wireless sensor networks. It should be pointed out that most of the mod-
els considering the latent state above assume that all the malicious codes in the wireless
sensor network have the same latent period. However, different types of malicious codes
are available in the digital environment, and they require no any human intervention or
infrastructure network for transmission. Based on this consideration, Ojha et al. [25] pro-
posed the following model for the transmission of worm in wireless sensor with two latent

periods:

% =b-BSt)I(t)-oS(t),
9ED) ~ pBSH)I(E) - (a1 + 0)E;(2),

dt
B0 — gBSOIE) — (a2 + 0)Ex(D), 1)
DO — 01 E(£) + anEa(t) — (v + 0)I(2),
4RO _ y1() - o R(2),

where S(£), E;(t), E»(¢), and I(¢t) denote the numbers of the susceptible infected class of
short latent period, the infected class of long latent period, the infectious, and the recov-
ered nodes at time ¢, respectively. More parameters are listed in Table 1. Ojha et al. [25]
studied the stability of system (1).

Table 1 Parameters and their meanings

Parameter Description

b The constant recruitment to susceptible nodes

B Rate at which susceptible nodes become infected

p The amount from susceptible nodes to the first category exposed nodes

q The amount from susceptible nodes to the second category exposed nodes
o The rate the first exposed category of nodes become infectious

o) The rate the second exposed category of nodes become infectious

y Recovery rate of the infectious nodes

o Per capita death rate
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However, as stated in [26], one of the typical features for the malicious codes in networks
is their latency. There is usually a delay from the time the E; and E; nodes are infected to
the time they become infectious due to the intrinsic latent period of worms. On the other
hand, delay differential equations exhibit much more complicated dynamics than ordinary
differential equations since a time delay can cause the Hopf bifurcation phenomenon and
changes the behavior of a dynamical system from stable focus to limit cycle [27-32]. Hence
the study of the complex dynamical behaviors of system (2) with time delay, especially the
Hopfbifurcation, also is very important for the transmission and controlling of the worms.
Thus we incorporate the latent delay of the two categories of worms into system (1) and
investigate the following delayed system:

BU — p— BS)(E) - o S(t),

B0 = pBS(OI(E) ~ 0 Ex(t) — er Ex (¢ — 1),
dE{;t(t) = q,BS(t)I(t) - O'E2(t) - Olzfz(t _ 7:2); (2)

% =a1E1(t—11) + axEr(t — 1) — (y + 0)I(2),

= vI(0) —oR(),
where 17 is the latent period of the first category of worm transmit in the wireless sensor
network, and 1, is the latent period of the second category of worm transmit in the wireless
sensor network. We may see that the first four equations in system (2) are independent of
the fifth equation, and therefore the fifth equation can be omitted. So we will discuss the
following reduced system:

B — p— BS)I(E) — o S(t),

O _ pBS(0)I() — o Ey(t) — a1 Ea (8 - 1), o

dEx(t) _ qBS()I(t) — o Ex(t) — aaEx(t — 12),

dt
di(®)
dt

= Ei(t - 11) + apEs(t — 1) — (v + 0)I(2).

The structure of this paper is as follows. The local stability of the worm induced equilib-
rium and existence of Hopf bifurcation are discussed by choosing different combination
of 7; and 1, as the bifurcation parameter in Sect. 2. We investigate the direction and stabil-
ity of the Hopf bifurcation at the worm-induced equilibrium when 7, > 0 and 7; € (0, 710)
by using the normal form theory and center manifold theorem. To verify the obtained re-
sults and some important parameter effects, we accomplish some numerical simulations
in Sect. 4. We conclude the paper in Sect. 5.

2 Local stability and existence of Hopf bifurcation
According to the analysis in [25], we can conclude that system (3) has a worm-induced
equilibrium E, (S, E1, Eax, ), where

-1
S* = L: El* pb (RO );

o +0 Ry

1-p)b (Ry—-1
EZ*:( p) (OR—O>7 I*:%(RO_I)i
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where

Ry =

Bb po | 4o
oly+o) lar+o0 wx+o

:|, p+qg=1

The Jacobian matrix of system (3) evaluated at E, is

11 0 0 014
0y Oy + Bre™™ 0 oo
]E* = ATy )
a3] 0 Q33 + V33€ 34
0 Bare™™ Yaze ™ Olag
where
an =—(Bl +0), ais = —PBSs,

as = pPls, Qg =—0, az = pPS.,
os1 =qplL, a3z = -0, azq = qBS., oy =—(y +0),
B = —on, Baz = o, V33 = —0, Y43 = Q2.
The characteristic equation associated with system (3) at the worm-induced equilibrium
E.is
A+ }’7’13)\,3 + mgkz + A+ my
+ (n3A3 + A+ + rzo)e_“1
+ (pgk3 +pad? + LA +po)e_“2

+ (4227 + @ik + go)e ™) = 0, (4)
where

mo = 0110220033044,
my = —[05110522(0633 +0tq) + azzoaa(an + 0!22)],
My = Q11007 + 033004 + (0011 + 0r22) (0033 + 0t44),
m3 = —(a11 + &gy + 0033 + Aaa),
o = a11033(0taa oz — 24 faz) + 14021033 B,
ny = aoafaz (o + 33) — 140021 Bao
— Baa (110033 + 0011 Qg + A330044),
1y = Pralarr + 33 + daq) — 024, n3 = —PBxn,
Po = A2 Va3(@14031 — 110034) + 00110022044 Y33,
1 = a3aya3(Q11 + 022) — 0014031 Va3

— ya3(o100 + 00110t + 01220044),
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P2 = y33(an1 + otop + otas) — 34V43, P3=—-V33
qo = PaoYaz(1a031 — 0110634) + Baz Va3 (01atta1 — 110024)
+ 011004482233,

q1 = 024 Pasys3 + 03422 Va3 — Proyss(in + aa), q> = B22y33.

Case 1 T = 0. Equation (4) becomes

)L4 + Wllg)ng + m12k2 + Wln)\ +myo = 0, (5)
where

myo = mo + no + pPo + 4o, my =my +n; +p1+4qi,

m12=m2+n2+p2+q2, }’}’113=}’}73+I’13+p3.

Obviously, mi3 = a; + g + BI, + ¥ + 40 > 0. Based on the Hurwitz criterion, we have the
following results.

Lemma 1 If condition (H;) holds, that is, myo > 0, miamas > ma1, and myymiam;s > m%z +

myom3s, then system (3) is locally asymptotically stable when t = 0.

Case 2 11 >0, 7, = 0. Equation (4) reduces to

M s> + Mg A + oy h + magg + (7123)\,3 + 1A + oy + ngo)e’Arl =0 (6)
with

myo = Mo + po, my = mi + pi1, myy = my + pa, my3 = ms + p3,

Mo = No + 4o, n =ny +4i, My =13 + (>, na3 = ns.

Let A = iw; (w; > 0) be a root of Eq. (6). Substituting it into Eq. (6) and separating the real

and imaginary parts, we get

3Y o 2 2 4
(np01 - 1’123601) sintywy + (120 — nzzwl) COS T1 w1 = MWy — Wy — My,

(ma101 — 1’12360”;’) cos Tiw; — (g0 — szw%) sintyw; = leswi’ —mywi,
which implies
wf + hgga)? + }1226()11L + hzlw% + h20 = 0, (7)
where

_ .2 2
hao = m3, — my,

2 2
ha1 = my, — 2myomay — My + 2190122,
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2 2
h22 =My + 21’1’120 — 21’71211’}’123 + 21’121}’123 — Ny,

hzg = Wl%B — 2}’1’122 — 1’133.
Let w} = v;. Then Eq. (7) becomes
VzlL + hng? + hsz% + h21V1 + hzo =0. (8)

Define

4 3 2
21(v1) = Vi + hazvy + hopvi + Hagvy + o,

1 3 1 1
=y — —Hh2, = —h2— hyh ho1,
$20 /122 = ¢/ 120 3y /23~ gl 23 + M1
oo = @ 2+ @ ﬂ :_l+§i
20 5 3 ) 20=-5+5b
n n
x21:\/—ﬂ+ o + 3—%—«/“20: 9)

2
_ M0 2 3 T2
x22 = Bao —7+«/0!20+ﬂ20 -~V
120 120
X3 = /3220,/—7 + aa0 + B0y Yy TV

3h
V1i= Y2 — %, i=1,2,3.

Based on the distribution of the roots of Eq. (8) in [33], we have the following results.

Lemma 2 For Eq. (8), we have:
(i) if hoo <O, then Eq. (8) has at least one positive root;
(i) if hao = 0 and a9 > 0, then Eq. (8) has positive roots if only if vi1 > 0 and go1(v11) < 0;
(ili) if hao > 0 and ayg < 0, then Eq. (8) has positive roots if only if there exists at least one
V1« € {V11, V12, V13} Such that vy, > 0 and gy (v14) > 0.

We further suppose that
(Hp1): the coefficients hyg, H21, hay, and hy3 in 91 (v1) satisfy one of the conditions
() ha <0,
(b) hao >0, a9 >0, v11>0,and g1(v11) <0,
(¢) hyo > 0, and there exists at least one vy, € {v11, V12, v13} such that v1, >0
and g1 (v14) > 0, argp < 0.
Thus we can conclude that there exists a positive root w;y of Eq. (7) such that Eq. (6) has
a pair of purely imaginary roots £iw;o. For wy9, we have

Py1(w10) }
Q21(w10) ’

1
Tip = — X arccos

(10)
w10

where

6 4
Py1(w10) = (22 - m231’123)w10 + (my3nay + My gz — My — mzzl’lzz)wlo
2
+ (maanagg + maghay — m21n21)w10 — MM,

2 6 2 2 2 2
Qzl(a)lo) = 1’123(1)10 + (}’122 — 21’1211’123)0)‘1}0 + (1’121 — 21120}’122)6010 + 1’120.
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Differentiating both sides of Eq. (4) with respect to 7; yields

|: di :|‘1 ~ 423 + 3mpzA? + 2myh + My 313A% + 2Mxh + M1 T

—_— = - + —-—.
dT1 )L()L4 + leg)ns + lez)nz + }’7121)\ + leo) A.(;'ZZB)LS + Vl22)\2 + 1’121)L + 1’120) A

Hence we obtain

Re[ﬁ]_l _ £51(V10) ,
dni ], ., Qalwio)

where g1 (v1) = V§ + oz V3 + hpav? + hagvy + hag.
Clearly, if condition

(Ha): g5,(vio) #0

is satisfied, then Re[g‘;l—rk1 ;11:,1 , 7 0. Based on the previous discussion and the Hopf bifurca-

tion theorem in [34], we can obtain the following results.

Theorem 1 For system (3), if conditions (H1), (Hz1), and (Hx) hold, then system (3) is
locally asymptotically stable when 11 € [0, 110); system (3) undergoes a Hopf bifurcation at
the worm-induced equilibrium E, when v, = T19, and a family of periodic solutions bifurcate
from the worm-induced equilibrium E,; t1¢ is defined as in Eq. (10).

Case 3 11 =0, 75 > 0. Equation (4) becomes
At + Wl33)\3 + WI32)\.2 + m3 A + ms3g + (pgg)\.3 +p32)»2 + p3iA +p30)e_)‘12 =0 (11)
with

m3zo = Mo + Ho, mgzy = my + 1y, M3y = my + na, m33 = ms3 + ns,

P30 =Po + 4o, p31=p1+4q1, P32 =p2+ 42, b33 = ps3.

Let A = iw, (w3 > 0) be a root of Eq. (11). Substituting it into Eq. (11) and separating the
real and imaginary parts, we get

3Y o 2 _ 2 4
(P3102 — P33w3) SIN Taws + (P30 — P32w3) COS Tywy = M35 — W5 — M3y,

(3102 —P33w§) €cos Towy — (P30 —Pszwg) sin Tywy = Wl33w§ — mM31w,
which leads to
wg + h33(z)g + hgza)g + h31w§ + hzo = 0, (12)
where

2 2
hso = m3, — p3

hy =m?, =2 242

31 = M3y — 2M30M32 — P31 + 2P30P32,

hay = m2, + 2msg — 2 2 —p?
32 = M3y + 21130 m31mM33 + 2P31P33 — P3g;

2 2
h33 =mgy — 2W132 — P33-
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Let w3 = v;. Then Eq. (12) becomes
V% + hggvg + hng% + h31V2 + h30 =0. (13)

Define

4 3 2
g31(V2) =V, t+ h33V2 + h32V2 + h31vy + h3o,

1

1 1
= —hgyp — —h2,, = —h2, — —hyyhss + by,
{30 5132~ 16" 130 3313~ g2 33 + /131
o (M0, (&2 B =L V3,
30 5 3 ) 0=—5+ b
130 130
x31:\/—7+ V30 + 3—7—«/0!30» (14)

130 130
X32 = /330,/ —7 + \3/0130 + /3?%0 V. —7 — /30,

130 130
x33 = B3y -5t Jaso + Bso,] —y ~ V%0

3h
V2i:x3i_%; i:1)2;3-

Based on the distribution of the roots of Eq. (13), we have the following results.

Lemma 3 For Eq. (13), we have:
(i) if hso <O, then Eq. (13) has at least one positive root;
(ii) if hsp = 0 and asg > 0, then Eq. (13) has positive roots if only if vo1 > 0 and
g2(va1) < 0;
(ili) if h3o > 0 and azg <0, then Eq. (13) has positive roots if only if there exists at least

one vy € {Va1, vy, Vas} such that vy, > 0 and gy (vay) > 0.

We further suppose that
(Hs1): the coefficients hsg, /131, h32, and k33 in gos(vo) satisfy one of the conditions
(@) h3o <0,
(&) h30 >0, 30 >0, v21 >0, and gn(1a1) <0,
(') h3o =0,
and there exists at least one vy, € {va1, Va3, v23} such that vo, > 0 and gos(v24) > 0,

o3 < 0.
Then we know that there exists a positive root wyg of Eq. (12) such that Eq. (11) has a

pair of purely imaginary roots £iwyg. For wy, we have

1 P
Too= — X arccos{M}, (15)
w20 Qs31(w20)

where
6 4
P31 (w10) = (P32 — m33l933)w20 + (m33ps1 + m31p33 — Pso — m32p32)a)20
2
+ (m3ap30 + M3op3s — Wlslpsl)wzo — M30pP30,

Qs1(w10) = P35 + (sz - 219311933)6030 + (19%1 - 219301’32)6030 + D3y
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Similarly as in Case 2, we can obtain

Re[ dx ]_1 _ &o(v0)

dty Jy_ry,  Qar(wno)’

where g22(V2) = V% + h33V§ + hgzvg + h31V2 + hgo.
Thus, if condition

(H32): g35(v20) #0
holds, then Re‘,[:f—jz];llzr2 , 7 0. In conclusion, we have the following results.

Theorem 2 For system (3), if conditions (H1), (Hs1), and (Hsp) hold, then system (3) is
locally asymptotically stable when 7, € [0, Ty); system (3) undergoes a Hopf bifurcation at
the worm-induced equilibrium E, when t, = Ty, and a family of periodic solutions bifurcate
from the worm-induced equilibrium E,; Ty is defined as in Eq. (15).

Case 4 11 >0, 75 € (0,7y). Let A = iw1; (w11 > 0) be the root of Eq. (4). Then w;; must

satisfy the following form:

Mai(w11) sin w11 + Mag(w11) cos Tywr1 = Maz(wr1),

M1 (w11) cos Tyw11 — Myg(wr1) sin Tyw11 = Maa(wr1),
where

M ( ) _ _ 3 _ _ 2 s

41\W11) = M W11 — N3W7 ) + 111 COS Tow] qo — q2w1y ) SN Thw11,
M. = : i :

a(w11) = no — nywy; + q1w11 S Tawi1 + (go — g2y ) COS Thw g,

2 4 3 o
Mys(w11) = mywi, — i) —mo — (pron —pswn) sin Tow1q
2
- (]9() —pga)u) COS Tow11,

3 3
Mua(w11) = mawy; — miowi1 — (1916011 —Pswu) COS Tow11

+ (po —pgwfl) Sin Tyw17.
Thus we obtain the following equation with respect to w;;:
M (w11) + My (w11) — M, (11) — M, (1) = 0. (16)

Next, we suppose that condition (Hy;) holds, that is, Eq. (16) has at least one positive root

wi. Thus Eq. (4) has a pair of purely imaginary roots +iwj. For ], we have:

| {Mzu(wT) X Maa(@7) + Maz(@]) X Mas(o7) } (17)

T = — X arccos
! oy Mﬁl(wi‘) + Mﬂzfz(wiﬂ)

Differentiating both sides of Eq. (4) with respect to 71, we obtain

|: di :|_1 _ P41()\) 1

dn o

T Qa(h) A
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with

Py () = 423 + 3m3A? + 2moh + g + (31@,)»2 + 2m9 + nl)e_’\’1
— [r2p3)® = (3ps — Tap2) A = (2p2 — Top1) X — p1 + Topo €™
T1+12)

~ [n24022? - 242 - 2q)A — q1 + Tago e,

Qu(2) = A(ngkg + A+ no)e_Ml + A(qQAZ + LA+ qo)e_””*m.

Further, we have

ﬂ - _ Uy Var + U Vi
=t Vi + Vi

where

Uy = 2107} + (242 — T2q1) 0] cos 1,07
— (0202(})’ + a1 - o) sin ot sin o]
+ [ = 3n3(})” + 242 — g1} sin 10}
(0002 (01) + a1 - o) cos 20| s 75
+ (292 - mp)@t + s (w})’] sinno!
+[p1 = Tap0 = (8ps = Tap) (]) ] cos Ty}
+my = 3m3(7)

Uy = 2o} + 2q2 — T2q1) o] cos 1,0}
— (n2g2(€})* + 41 - T2q0) sin Ty} | cos T} 0]
— [ -3n3 (@)2 +(2q2 — Taq1) 0y Sin Ty 07
+ (122 (@0})* + @1 — Taq0) cOs T} | sin T
+[@2p2 - p1)o] + t2p3(wf)3] cos Thw}
~ [pr — v2p0 - B3 — 1p2) ()] sin T}
+ 2my0f — 4(w})’,

Vs = [0} = ma(7)” + (g0} - 42(})”) cos maof
+q1(]) sinryo] | sin T o}
+[ms(@])" = m (@) + (q00] - 2(0])”) sinra0]
~1(@])’ cos o] eos o,

Vig = [now} —ny (wT)s + (qowr — @(‘”T)S) c0S Ty}
+q1 () sinryo} ] cos T}
~[ms(@})" - m (@) + (900} - g2(e])’) sin o}

— 1 (})” cos Ty} ] sin T
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Thus, if condition (Hay): Usy Vay + Uiz Vas # 0 holds, then Re[42]-1

P # 0. In conclusion,

we have the following results.

Theorem 3 For system (3), suppose that conditions (Hi), (Ha1), and (Hap) hold and 7, €
(0, 790). Then system (3) is locally asymptotically stable when t, € [0, {"); system (3) under-
goes a Hopf bifurcation at the worm-induced equilibrium E, when 1, = 15, and a family
of periodic solutions bifurcate from the worm-induced equilibrium E.; t{ is defined as in
Eq. (17).

Case5 1y > 0,11 € (0,710). Let A = iwyy (wqy > 0) be the root of Eq. (4). Then we can obtain

M1 (w22) sin Toway + Msa(wo2) COS Taway = Msz(wa2),

Mi1(w22) €Os Tawas — My (w92) Sin Tawos = Msa(was),
where

3 2 .
Ms1(w2) = p1ony — p3ws, + q1wa COs Trwn — (go — Q26022) Sin Tywa2,
Msy(w32) = po — prs i - gy’
52\W22) = Po — Paliyy + q1W22 SIN T1W2) + (G0 — g2Wy; ) COS T1 W72,
2 4 3 :
M53(a)22) = lea)n — Wi — moy — (1’116022 - }’13(,022) SN Ty Wy
2
- (po —pza)u) COS Tow11,
M ( ) _ 3 _ _ 3
54\W11) = M3Woy — M1 W2 — \N1W7) — H3W5, ) COS T1 W32

+ (l’lo - I’lzwgz) sin T1Ww).
Thus we obtain the following equation with respect to wy;:
Mis(@22) + Miy(@n2) ~ M (w32) = M3y (@) = 0. (18)

Next, we assume that (Hs;) holds, that is, Eq. (18) has at least one positive root w;. Thus
Eq. (4) has a pair of purely imaginary roots +iw}. For w;, we have:

« 1 Ms1(w7]) X Msa(w}) + Msy(w]) x Msz(w?) 19
7y = = X arccos M (@) + M2 (@) . (19)
2 5101 52(@1

Similarly as in Case 4, we have

|: di i|1 _ P51()») %)

dr, o

S Qa(hy) A
with
Psi(A) = 4% + 3m3A” + 2mah + my + (3psh® + 2pok + p1)e ™
- [7.'1}’13)\,3 —(3n3 — Tim)A? — 2ny — Tymy)A — 1y + rlno]e’hl

~ [1g2A? = Qo — ig)A — qu + Tigo e ™),

Q51(A) = )\.([93)\.3 +por? + piA +po)e’MZ + k(qzk2 + @A+ qo)e’w”m).
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Similarly as in Case 4, we can obtain

Re dr ! _Us Va1 + U5y Vs
d'Cg =T V521 + V522

where

Usi = [29203 + (24> - 11413 cos 1103 — (112 (@3)” + @1 = T10) sin Ty} ] sin TS 3
o1 - 33(03)? + 2 — T sin 103
+ (Wn (“%)2 tq1— fqu) cos flwﬁ] COS Ty W)
+ [@n2 - tim)w} + Timz (w3)*] sin Ty}
+ [ = Ting — (Bn3 — 1ymg) ()] cos 103,
Usy = [2p205 + (24> ~ 1013 cos 1105 = (112(@5)” + 1 — T10) sin 113 | cos T3 3
~[p1 = 3p3(3)’ + 242 - ign)w} sin Ty
+ (1142(w3)” + @1 - T1do) cos 13 ] sin 75 )
+ [y - rim) o} + Tims (03)] cos Ty}
— [ = T — (Bnz — Tamy) ()] sin Ty,
Vi = [poos = pa(@3)” + (4003 - 12(3)°) cos 11} + 1 ()" sin i3] sin 7503
+[ps(@3)" = p1(@3)” + (g005 = 42(@3)”) sin 110} - 1 (3)” cos T} cos 7503,
Vi = [pows — pa(@3)’ + (g0 — g (@3)) cos mias + g (w})* sin 105 cos 75 w}
42 (3

-[ps (w§)4 -p (a)z) (g0} — g2(w} ) sintyw; —q1 (a)’;)zcos T} ] sin T} wj.

Thus, if condition

(Hsz): Us1 Vi1 + UsaVsr 0

holds, then Re[ 7> d1 ]r21 o # 0. In conclusion, we have the following results.

Theorem 4 For system (3), suppose that conditions (Hi), (Hs1), and (Hsy) hold and v, €
(0, 710). Then system (3) is locally asymptotically stable when t, € [0, T); system (3) under-
goes a Hopf bifurcation at the worm-induced equilibrium E, when 5 = t5, and a family
of periodic solutions bifurcate from the worm-induced equilibrium E.; T} is defined as in
Eq. (19).

3 Direction and stability of Hopf bifurcation

Following the idea of Hassard [34], in this section, we investigate the direction and stabil-
ity of the Hopf bifurcation at the critical value 7} by using the normal form theory and
the center manifold theorem. Throughout this section, we assume that 7y, < 7}, where
714 € (0, 710). Let o = 7 + 1 (1 € R), uy = S(122), Uy = E1(T2t), uz = Ex(1ot), and ug = I(128).
System (3) becomes

i(t) = Ly (ue) + F(1h, ur), (20)

Page 12 of 27
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where u(t) = (u1,up, us, us)” € C = C([-1,0],R*), and L,,: C — R*and F: R x C — R* are
defined as

LM¢ = (‘172* + M) (Amax¢(o) + Bax @ (“%) + Cmax¢(_1)>

2

and
—-B$1(0)¢4(0)
pBP1(0)94(0)
F(u, ) = (3 + 1)
qB¢1(0)94(0)
0
with
a;; 0 0 o 0O 0 0 O
oy a0 o 0 B 0 O
Amax= ) Bmax= ’
a1 0 a3z am 0O 0 0 O
0 0 0 am 0 B 0 O
0O 0 0 O
0O 0 0 O
Cvmax =
0 0 y3 O
0 0 Y43 0

Thus by the Reisz representation theorem there exists n(9, ) such that

0
L= / dn(9,w)¢p©), for¢eC. (21)
-1
In fact, we can choose

(Tz* + M)(Amax + Bmax + Cmax)’ 0= 0,

(‘52* + /’L)(Bmax + Cmax)) 0 € [_1'1_:’ O);
0, ) = K (22)
(75 + 1) Cinaxs 0 e(-1,-%),
2
0, 0=-1,

where §(0) is the Dirac delta function.
For ¢ € C([-1,0],R%), define

@) ~1<6<0,
AW =1 5
f_l dn(er M)¢(0)r 0= O;

and

0, -1<6<0,
F(u,¢), 6=0.

R(p)¢ =
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Figure 1 The bifurcation diagram with respect to t; when 7, =0

Then system (20) is equivalent to
u(t) = A()us + R(1w)us. (23)
For ¢ € C1([0,1], (RY)*), define

_dels) 0<s<1,
ap)=1 % -

[ dn"(5,00p(-s), s=0,

and the bilinear inner form for A and A*
0 0
(06.00) - 5000 - [ [ gt -0rdn@)0(e)a, (24)
9=-1J&=0

where n(0) = n(8,0).

Let p(8) = (1, p2, p3, pa) T €22 be the eigenvector of A(0) corresponding to +it; w3, and
let p*(s) = D(1, p3, 03, pZ)Te”f“’;S be the eigenvector of A*(0) corresponding to —it; w;. By
the definition of A(0) and A* we get

Q21 + 02404

iwy — otgy — Pooe”

P2 =

i1 ’
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Figure 2 The bifurcation diagram with respect to T, when 77 =0

. ) *
(i} — otaa) pa — Paze™ ™2 py

c k%
Yaze 22

p3 =

’

iw; — 11

Po=——"7
x4

Py =PuPsr L3 =Pa2Par

S
" i oy =iy’
. Broe ™=
P _iw§ + o + P93
yase' ™2

Piy = —
40 = 7 e
iw;y + o33 + Y33€"2“2

From Eq. (24) the expression of Q can be obtained as follows:

D =[1+ paps + p3ps + papy + Trse ™2 py(B22p5 + Ba2y)

%
ity

+ 73¢9 py (ys3 0% + )’43/5;)]_1’

where (p*, p) =1 and (p*, p) = 0.
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Figure 3 The bifurcation diagram with respect to T; when 7, =4.25 € (0, T50)

In what follows, we can obtain gy9, g11, €02, and g»; by using the algorithms in [34] and a

similar computation process as that in [29, 35, 36]:

&0 =27, DBpu(pps +qp; — 1),
g1 = Ty DBRe{pa}(pps +qp5 — 1),
go2 = 21’2*[),3/34(17'5; +qp3 — 1)’

1 =203 DB(pps + 4t 1) (Wf?(om

1 _ 1
+ 2 Wio (0)s + WiP(0) + 5 Way) (0)),

with
i 0) ; igo20(0) _; ,
Wi (6) = g20( )en;wge + G02/( )eflr;wge + Eye¥Bese
T, W} 3t w;

i 0) ;x5 8110(0) s«
Wi () = —7‘%12(* )e‘r2 @30 4 7‘%1'2)(* )e‘”2 “20 + E,.
203 2@
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Figure 4 The bifurcation diagram with respect to T, when 7, = 2.25 € (0, 710)

E; and E; can be obtained by the following two equations:

2iw} — a1y 0 0 —Q14 N
-0 2iwy — @y — Pape 2T 0 —024
El =2 . ox —2it¥
—a3] 0 2iwy — o33 — y33e 22 034
0 _'3426—21'11*((); —)/438_2“;‘0; Ziw; —
—Bp4
% PBpa
qBpa
0
-1
oy 0 0 —Q14 -BRe{py}
a1 g+ B 0 a2 pBRe{ps}
Ez = - X
a3y 0 a3z +Ys3 @3 qaB Re{ps}

0 Baz Va3 Q44 0
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Figure 5 Time plots of S, £y £, and / for different b at 71 = 4.25 < 779 when 1, = 0. Rest of the parameters are
taken as given in the text

Figure 6 Dynamic behavior of system (26):
projection on S—£1-/ with 71 =4.75 < 770 when
T, = 0 for different b. Rest of the parameters are
taken as given in the text

0] -05 05 @)

Then we can obtain

i 2
Ci0) = —— (gugzo -2lgul* - M) 8

215 w3 3 2
o= Re{C1(0)}
T TReW (1)) (25)
ﬂz = 2RC{C1(0)}1
_ Im{C1(0)} + p12 Im{X/(z5)}
Y= — .

PR
Ty Wy
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Figure 7 Time plots of S, £y £, and / for different y at ) = 4.25 when 1, = 0. Rest of the parameters are taken

Figure 8 Dynamic behavior of system (26):
projection on S—£1-/ with 71 =4.95 > 779 when
T, = 0 for different y . Rest of the parameters are
taken as given in the text

—— =01
— 02
=03

In conclusion, we have the following results.

Theorem 5 For system (2), if 1p > 0 (o < 0), then the Hopf bifurcation is supercritical
(subcritical); if B2 < 0 (B2 > 0), then the bifurcating periodic solutions are stable (unstable);
if Ty >0 (T, < 0), then the period of the bifurcating periodic solutions increase (decrease).

4 Numerical simulations

For verifying accuracy and correctness of the obtained theoretical results, in this section,
we execute some numerical simulations. For simulation, we choose the following set of
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Figure 10 Dynamic behavior of system (26):
projection on S—£1-/ with 7, =6.25 < 750 when
71 =0 for different b. Rest of the parameters are
taken as given in the text

parameters: b =0.32, 8 = 0.1, 0 =0.004, p = 0.4, = 0.6, ; = 0.36, @y = 0.26, y = 0.1. Then

we obtain the following specific case of system (3):

B0 0,32 - 0.1S()I(t) - 0.0045(t),
ELD - 0.045(t)1() — 0.004E; (£) — 0.36E; (¢ — 1), o6

4E20) - 0.06S(£)I(t) — 0.004E(£) — 0.26E;(t — 1),

A0 0.36E(t - 71) + 0.26E;(t — 72) — 0.1041(2).
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Figure 11 Time plots of S, £, £, and [ for different y at 7, = 6.25 when 17 = 0. Rest of the parameters are
taken as given in the text

Figure 12 Dynamic behavior of system (26):

projection on S—£;~/ with T, = 7.55 > To9 when s
71 =0 for different y. Rest of the parameters are 025
taken as given in the text

1)

E, (1) -05 0

With the help of Matlab package software we obtain Ry = 76.7543. Further, we obtain
the unique worm-induced equilibrium E,(1.0542, 0.3470,0.7177,2.9954). Now we can val-
idate for the worm-induced equilibrium that m;9 = 0.003 > 0, m3m3 = 0.3785 > my; =
0.0377, and mymypmis = 0.1368 > m?, + mygm3; = 0.0143 by means of Matlab software
package. So system (26) is locally asymptotically stable in absence of delay.

Further, by some complex computations we can obtain wio = 0.2907 and 719 = 4.7657
when 13 = 0; wy = 0.7062 and 199 = 7.2185 when 7; = 0; 0} = 1.4981 and t;* = 4.5750 when
7y = 4.25 € (0, 7y0); and wj = 0.0067 and 7; = 7.0505 when 1; = 2.25 € (0, 739). It follows
from Theorems 1-4 that the worm-induced equilibrium E,(1.0542, 0.3470,0.7177,2.9954)
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Figure 13 Time plots of S, £, £, and / for different b at T = 4.05 when 7, =4.25 € (0, Ty0). Rest of the
parameters are taken as given in the text

Figure 14 Dynamic behavior of system (26):
projection on S-£;—/ with T4 =4.75 > 7;* when
7, =4.25 € (0, Tyo) for different b. Rest of the
parameters are taken as given in the text

is locally asymptotically stable when the value of the time delay is under the critical value,
and in this case the propagation of the worms can be controlled. However, the worm-
induced equilibrium E,(1.0542,0.3470,0.7177,2.9954) will lose its stability, and a Hopf
bifurcation will occur once the delay passes through the critical value, and in this case the
propagation of the worms will be out of control. This property can be illustrated by the
bifurcation diagrams shown in Figs. 1-4.

Figure 5(a—d) demonstrate the effect of the constant recruitment to susceptible nodes b
on system dynamics and show that the infected class of short latent period, the infected

class of long latent period, and the infectious class increases, whereas the susceptible class
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Figure 16 Dynamic behavior of system (26):
projection on S-£1~/ with Ty =4.75 > 7;* when
Ty =4.25 € (0, Ty) for different y. Rest of the
parameters are taken as given in the text
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keeps static along with the increment of » when 7; > 0 and 1, = 0. We can also observe that
oscillations and delay can be reduced and removed by decreasing the value of b, which is
illustrated by Fig. 6. Figure 7(a—d) describe the effect of the recovery rate of the infectious
nodes y on system dynamics and show that the susceptible class increases, whereas the
infected class of short latent period, the infected class of long latent period, and the infec-
tious class decreases when 7; > 0 and 1, = 0. Also, oscillations and delay can be reduced
and removed by increasing the value of y, which is illustrated by Fig. 8. The effects of b
and y on system dynamics when 7; =0 and 1, > 0, 7; > 0 and 1, € (0, 730), and 75 > 0 and
71 € (0, T19) are the same as those in the case where 7; > 0 and 1, = 0. The simulations are
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Figure 18 Dynamic behavior of system (26):
projection on S-£;—/ with T, =6.95 > 5 when
T = 2.25 € (0, Ty0) for different b. Rest of the
parameters are taken as given in the text

E,®) 02 05 s@)

shown in Figs. 9-20. Thus we can conclude that the constant recruitment to susceptible
nodes b and the recovery rate of the infectious nodes y have a tremendous effect on the
system dynamics.

5 Conclusions

In the present paper, we investigated a delayed epidemic model for the propagation of
worm in wireless sensor network with two latent periods by incorporating the latent delays
into the formulated model in the literature [25] considering the typical latent feature of
the malicious codes in networks. We mainly consider the effect of the latent delay on the
proposed model. In comparison with the other worm propagation models with time delay,
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Figure 20 Dynamic behavior of system (26):

projection on S-£,—/ with T, =7.55 > 7§ when :;215
71 =2.25 € (0, T19) for different . Rest of the 025
parameters are taken as given in the text

E -05 0 s

in the proposed model, we considered different types of worms in the wireless sensor
network. Thus we can conclude that the model investigated is more general and overcomes
the insufficiency of the existing worm models to a certain extent.

The local stability and existence of Hopf bifurcation at the worm-induced equilibrium
are investigated, and the threshold values of Hopf bifurcation are obtained by satisfying
transversality conditions for showing the delay dynamics of the work in [25]. We numer-
ically demonstrated that the propagation of the worms in the wireless sensor network
can be controlled when the values of the latent delays are below the threshold value.
However, the propagation of the worms is out of control when the values of the latent
delays pass through the threshold value. We can conclude that the time delay should
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be controlled below the threshold value, particularly, the direction and stability of the
Hopf bifurcation when 7, > 0 and 7; € (0, 119). By numerical simulations we have C;(0) =
—0.003182 - i0.000519, py = 43.589041 > 0, B, = —0.006364 < 0, and T, = —0.034226 < 0
when 1, > 0 and 71, = 2.25 € (0, 719). Therefore by Theorem 5 we can deduce that the Hopf
bifurcation is supercritical and the bifurcating periodic solutions are stable with decreas-
ing period. Since the bifurcating periodic solutions are stable, the numbers of every class
of sensor nodes in system (26) may coexist in an oscillatory mode. This phenomenon is
not welcome in the wireless sensor networks. According to the numerical simulations, we
can see that the onset of the Hopf bifurcation and the oscillation can be delayed if the
values of the constant recruitment to susceptible nodes b and the recovery rate of the in-
fectious nodes y change properly. Thus we strongly recommend that the managers of the
wireless sensor network should properly control the constant recruitment to susceptible
nodes and update the antivirus software timely to control the propagation of worms in the
wireless sensor network easily.
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