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1 Introduction
Over the years coupled with the fast development of communication technology and com-
puter network applications, the network security has become an important challenge to
the internet [1]. Specially, many computer worms have come into the internet frequently
since the first known worm, called Morris, appeared in 1988. Computer worms are self-
replicating programs created to carry out activities, which can quickly infect millions of
electronic devices (computers, smartphones, etc.) without consent of their owners, and
they have brought about huge economic losses and have had high social impact [2, 3].
Therefore, it is urgent to analyze the spreading law and control of computer worms in
order to lessen their potential threat. Based on a newfangled observation that the spread
of worms among computers is closely similar to the transmission of the infectious dis-
ease among a population, many epidemic models, such as SIRS model [4], SEIR model
[5], SEIRS [2, 6, 7] model, SEIS-V model [8], SEIQR model [9] and SEIRS-V model [10—
12], have been employed to analyze and describe the spread of computer worms in the
internet.

As stated in the literature [13], the “point-to-group” (P2G), is extensively exists in the
real world, especially in information sharing network. And its typical characteristics is
that the group members in such network environment can receive the message or file
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Table 1 Parameters and their meanings in this paper

Parameter  Description

1% The replacement rate of old hosts
N The total number of hosts

B The infection rate of worms

B> The infection rate of benign worms
o The transition rate from E to /

1% The transition rate from Ato R

0 The transition rate from £ to R

€ The transition rate from Sto R

n The transition rate from Rto S

from the source simultaneously. Moreover, the information exchange in the same group
is more frequent and more trustworthy, which makes it easier for computer viruses to
propagate in the same group. Although there are some mathematical models which can
depict the spread of computer viruses in the internet, however, the common problem of
the above models is that they are not suitable for modeling the spread of computer viruses
in point-to-group networks. In view of this fact, and based on the SIRA computer virus
propagation model in the literature [14] Wang et al. [15] proposed the following e-SEIAR
model with point-to-group worm propagation:

9O _ N - BS(OE() - BSOAW®) - (1 + )S(0),

O - B S(E)E(E) — (14 + @ + p)E(E),

G = aE(0) = ul(0) - B (DAQ), O
940 _ ,S(AW®) + BIOA) - (1 + 7)A(),

RO — yA(t) + pE(t) + S(t) - uR(2),

where S(¢), E(¢), 1(t), A(t) and R(¢) represent the numbers of susceptible, exposed, infec-
tive, benign worm and recovered hosts at time ¢, respectively. Namely, the total hosts are
partitioned into five groups: S hosts, E hosts, I hosts, A hosts and R hosts. More parame-
ters are listed in Table 1. Wang et al. [15] studied the local and global stability of system (1).

Obviously, Wang et al. [15] assume that the recovered hosts in system (1) have perma-
nent immunization, which is not consistent with real world. In addition, there is usually a
latent period from E hosts to I hosts. Similarly, it also needs a period for anti-virus soft-
ware to clean the worms in E hosts and A hosts. On the other hand, delay differential
equations show more complex dynamics compared with ordinary differential equations
[16-18]. For example, there some work about delayed predator—prey models in [19-22],
neural network models with delays in [23-26] and delayed epidemic models in [27-30].
Specially, there have been some work about the delayed computer virus models. Zhao and
Bi studied the Hopf bifurcation of a delayed SEIR computer virus model with limited anti-
virus ability by regarding the latent delay as the bifurcation parameter [31]. In [32], Zhang
and Wang investigated the Hopf bifurcation of a delayed SLBQRS model by choosing the
time delay due to the period that anti-virus software uses to clean viruses as the bifurca-
tion parameter and derived the explicit formulas determining the direction and stability of
the Hopf bifurcation by using the center manifold theorem and the normal form theory. In
[33], Ren et al. analyzed the Hopf bifurcation of a delayed SIRS computer virus model by
taking the time delay due to the temporary immunization period of the recovered hosts.
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Figure 1 Schematic diagramfor the flowof worms inthe network

Zhao et al. studied the Hopf bifurcation of a delayed SLBS computer virus model by us-
ing the different combinations of the two delays as the bifurcation parameter [34]. All the
work about the delayed dynamical systems shows that time delays have important effect
on the stability of the systems. Therefore, based on the defects in the model proposed by
Wang et al. [15] and inspired by the work about the delayed computer virus models in [3,
5, 6, 18, 31-34], we investigate a delayed e-SEIARS model:

BY = LN — BIS(E)E(E) - B2SOA(E) — (1t + £)S(®) + nR(¢ - T3),

4EO _ g S(HE(t) — pE(t) — aE(t - 71) - pE(t - 1),

G2 = aE(t—n) - ul(t) - BUOA®), )
dlgl—y) = BaS(DA(2) + Bl (D)A(E) — nA(E) — YAt — 12),

RO =y A(t-12) + pE(t — 72) + £S(£) - R(t) — nR(t — T3),

where 717 is the latent period delay of the exposed nodes; t; is the delay due to the period
that the anti-virus software uses to clean the worm and 3 is the temporary immunization
period of the recovered nodes. The dynamical transfer is depicted in Fig. 1.

The rest of paper is organized as follows. In Sect. 2, we analyze local stability of the en-
demic equilibrium and existence of Hopf bifurcation by taking different combinations of
the three delays as bifurcation parameters. In Sect. 3, the properties of the Hopf bifurca-
tion are investigated with aid of the center manifold theory and the normal form method.
Numerical simulations are performed in Sect. 4 in order to illustrate the theoretical pre-

dictions. Finally, we end our paper with a concluding remark.

2 Local stability and Hopf bifurcation analysis
Straightforward computation shows that if the condition (Cy) B1(u + y) > B + @ + p),
then system (2) has an endemic equilibrium D, (S, Ey, I, Ax, R,), where

Kkt atp

B1

E* =d; + dzA*,

S«

’

_Biluty)-Balp+a+p)
B1B2
A - UN —ai (i + o+ p) — (u +€)Ss + bin
* (az + B2/ B1) (1 + a + p) — ban
R* =b1 +b2A*,

L,

’
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with

a = EI*’ a) = &I*’
o o
b = e(p+a+p) . upl
Bilw+n)  alu+n)
b Y ,62:0]*
9 = + —.
w+n  aluw+n)

The characteristic equation of the linear section of system (2) at D,(S,, Ex, I, A+, R,) is

2+ Myh® + MsA® + Mad® + My + My
+ (N4k4 + N3A2 + NoA? + NA + No)e_“1
+ (Par + P3A3 + PyA% + Py + Po)e_MZ
+(Qur* + Q3% + QA2 + Qh + Qo)e_“3
+ (R3A® + RoA2 + Ryh + Ro)e_m‘*”)

+ Sg)\g + Sz}»2 + Sl}u + S())@JL(THTB)

(

(

(

(

4 (T3)® + TyA2 + Ty + To)e @)
+ (UsA® 4 UpA® + Unp + Up)e 2
+ (V322 + Vor? + Vi + Vp)e 2

+ (War? + Wik + Wo)e Hrrmems)

+ (X224 Xph + Xo)e M 72%)

+ (YaA? + Y14 + Yo)e H2r2m)

+ (ZZAZ +Z9A+ Zo)e"\(m””

+(Lyh + Lo)e Mm177242%) 4 (E) ) 4 Eg)e (2¥m) =,

where

Mo = ms5(m3zamaz — mazmy)(my1my; — M),

My = (my1myy — myamay ) (M33Mag + W33Ms5 + MagMss)
+ (11 + Mop) M33M4aMiss + W1a W) M341M43
— M3amyz3 (M1 Mg + M1 Ws5 + My Mss),

My = (m1omgy — my1moy) (W33 + Mag + Mss) — M33MasMss

+ mzamgz (M + Moo + Miss)

— (m11 + mop)(m33mMas + M33Ms5 + Maass),

M3 = m33may + M33Ms55 + Maaiss + 111

— Mgy (M1 + M) (33 + Mag + Mss) — M34MM43,

My = —(myy + M + M3z + Mag + Mss),
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No = mss(miama1myznzy + My mMsamaznay — My M33MaaNg),
Ni =nyp [Wlss(mnmss + M1 Mg + M33M4) + m11m331’l’l44]
— 141 My3N3y — M3aMyzhoy (M + Mss),
N, = ”22[”’134”’143 — ms5(m11 + M3z + Maa) — M11M33 — M1 M4 — m33m44],
N3 = noy(my + mz3 + mag + Mss), Ny = —ny,
Py = my1msspa(mzamaz — m3zmaa) + mazmsspaa(miama) — myma),
Py = (m33 + mss5)(m11M90pag + M11MaaPr — M12M31Pag)
+ ms33miss [pzz(Wln + Mya) + paa(ma + lez)]
— m3amazpa(myy + Mss),
Py =px [m34m43 — My1Maq — M33Mss — (M1 + Maa)(msz + m55)]
+ Paa [m12m21 — MMy — Mazmss — (M1 + map)(ms3 + mss)],
P3 = pya(myy + mzs + Mg + Mss) + pag(myy + mag + M3z + mss),
Py =—(pa + paa),
Qo = gs5(m12my1 — mi1may)(M33Mag — M3aMMy3) — Mo M331MasMs5q15,
Qi=q15 [mzzmss(ﬂ’m + Ms5) + MaaMiss (Mg + m33)]
+ %5[(1’7’11177’122 — My )(Ms3 + Mag) + (M33mmag — maamas)(my + lez)],
Q2=¢s5 [m12m21 + M34My3 — M1 Mgy — M33Miag — (M1 + M) (ms3 + m44)]
—4q15 [lezms's + magmiss + (Mo + m33)(mMag + mss)],
Q3 = q15(mxa + m33 + Mag + Mss) + qs5 (11 + Mg + M33 + Mag),
Q4 = —(q15 + q55), Ro = —m11m33mssnanpaa,
Ry = paany(miymsz + myimss + ms3mss),
Ry = —paanyy(miy + msz + mss), R3 = paana,
So = q55(m1amay maznzy — My M33MagnD)) — M33MaaMssNondis,
S1=n [6115(”’133"’144 + M33M55 + MagMss) + Gs5(M11M33 + M1y + m33m44)],
Sy = —ny[q15(ms3 + Mag + mss) + qs5(ma1 + mss + mag)], S3 = n(q15 + gs5),
To = m33q55(m12ma1 pag — M11 My Pag — M1 M4ap2))
— m33mss5q15(Mapas + Maap),
Ty = q15 [P22(m33m44 + M33Ms5 + Maaiss)
+ paa(mpmsz + mpmss + rn33m55)]
+ 455 [Pzz(mnmsfs + M11Maq + M337M44)

+ paa(myimay + mymss + mpmsz — mlzmzl)],
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T, =-q15 [Pzz(mss + Mag + Ms5) + pag(may + ms3 + Wl55)]
— 455 [P22(m11 +m33 + Maa) + paa(min + mo + Wlss)],

T3 = (q15 + g55) (P22 + paa),

Uy = —m11m33msspaopas,

Uy = propaa(miimss + mimss + m33mss),

Uy = —prpas(miy + m33 + mss), U3 = papas,

Vo = —mxms3maadqisgss,

V1 = q15q55(mamss + MoaMag + M33imas),

Va = —q15q55(man + m33 + maa), V3 = q159ss5,

Wo = —m33napaa(mssqis + miqss),

Wi = ﬂ22P44[6115(W133 +ms5) + gss5(man + Wl:-ss)],

Wy = —npaa(qis + gss),

Xo = —m33M44M22q15]55, X1 = nnqi5qss(ms3 + maa), Xo = —nnqi59ss,

Yo = —m33q15q55(mManpas + Maapa),

Y1 = qi59s55 [Pzz(mss + may) + paa(ma + m33)],

Yy = —q15955(P22 + paa),

Zy = —m33pnpaa(migss + ms3qis),

Z1 = pnpaa [qss(mn +m33) + q15(mz3 + mss)],

Zy = —pnpaalqis + gss),

Lo = —m33nnpaaqisqgss, Ly = nnpaaqisgss,

Ey = —m33p2paaqi5qss, E1 = pppauqisqss,
and

myy = —(B1E« + PoAs + L+ €), miz = —B15s, myg = —B2Ss, q15 =1,
ma1 = B1S«, My = —[, Ay = —0, P2r=-p,

mz3 = (1 + foA), msy = = ol n3 =0,

My = oAy, My3 = oAy, mag = Ba(Ss + L) — 1, P =Y,

msy = &, Mss — WU, P52 =P, Psa =Y, qss =—1.
Case 1. 11 = 75 = 13 = 0, Eq. (3) becomes

A2+ Mygh® + My323 + Migh? + My + My = 0, (4)
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where
Mio=Mo+No+Py+Qy+Ro+So+To
+Uo+ Vo+ Wo+Xo+ Yo+ Zo+ Lo+ Ep,
Mpy=M+N1+P1+Q1+R+851+ T
+h+Vi+Wi+Xi+ N+ Z1+ L1+ Ey,
Mip=My+Ny+Pr+Qr+Ry+S2+ T
+UU + Vot Wo+ Xo+ Yo+ Zs,
Mis=M3+N3+P3+Qs+R3+S3+ T3
+Us + Vs,
Migy =My + Ny + Py + Qq.
Based on the Routh—Hurwitz criteria, it can be concluded that D,(S,, E,, I, A, R,) is

locally asymptotically stable when t = 0 if Egs. (5)—(9) are satisfied, which we refer to as
condition (C,):

detl = M14 > 0, (5)
M 1
dety=| ™ >0, (6)
My Mz
Mig 1 0
det3 =My Mz M| > 0, (7)
0 My Myp

det4

I
A\
A
—
©
N

dets = Mg Mu Mz Mz M| >0. )

0 0 0 0 Mo
Case 2. 11 >0, 7 = 13 = 0, Eq. (3) becomes

)\,5 + M24)\,4 + Mzg)\g + Mzz)»z + le)\. + M2()
+ (Noah* + NosA® + NppA? + Ntk + Nyg)e ™, (10)
with

M20:M0+P0+Q0+T0+UO

+ Vo+ Yo+ Zo + E,

Page 7 of 26
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Moy =M1 +P1+ Q1+ Th +U;
+Vi+Yi+2Z,+Ey,
Moy =My +Py+Qu+Tr+ U
+ Vo+ Yo+ 2y,
Moz =Mz +Ps+ Qs+ T3+ Us+ Vs,
Mag =My + Py + Qq,
Noo=Np +Ro + So + Wo + Xo + Lo,
Noyy=N1+Ri1+S1+ Wi+ Xy +Ly,
Nyy =Ny + Ry + Sy + Wo + Xy,
N3 = N3+ R3 + Ss, Ny = Ny.

Let A = iw (w > 0) be the root of Eq. (10), then from Eq. (10) separating real and imaginary
part we obtain

for(w) sintyw + fon(w) cos Tyw = foz(w), a1

fo1(w) cos 1w — frp (w) sin Ty w = fou(w),

where

F1(®) = Nojow — Nozo?,

oo (@) = Nogw* — Nppw®* + Ny,

_f23(a)) = M22(1)2 - ]\4246()4 — Mzo,

Sfru(w) = Myz@® — 0° — My .
Equation (11) gives the following equation with respect to w:

Cz)lo + h24a)8 + h23w6 + h22w4 + h21a)2 + h20 =0, (12)
with

hao = M%o - szor

h21 = M%l - 2M20M22 + 2N20N22 — N221,

My = M3, + 2M0 Moy — 2Mo1 Moz — Ny, — 2NagNay + 2N51 Nos,

h23 = 2M21 + M§3 - 2M22M24 + 2N22N24 - N223,

hoy = M3, — 2Mo3 — NZ,.

We suppose that (Cy;): Eq. (12) has at least one positive root wp.
Furthermore, we have

Top = — X arccos (13)

wo

[le(wo) X foa(wo) + foz (o) X faz(wo) ]
S (wo) + f3(wo) '
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Now differentiating Eq. (10) with respect to 7, we get

dr 5A + AMyuA® + 3Ma3)? + 2Mph + My
dl’l - )\()\.5 +M24)\.4 +M23)\,3 + Mzz)\z + M21)\. + Mzo)
4-N24)\3 + 3N23)\.2 + 2N22)\. + N21 T1

- —. 14
* )\(N24)\4 + N23)L3 + N22)L2 + Nzl)n + Nzo) A ( )

Substituting A = iwy and simplifying we get

Re[ dx ]—1 fo(o)

an |y vy fE(@0) + f(o)

where foo(V) = V° + hogV* + hpzV® + hpoV? + hy1v + hyg and v = 0?.
Therefore, if (Cyy): f'(vo) # O is satisfied, then Re[‘%\l # 0. Thus, we have the fol-
lowing conclusions based on the Hopf bifurcation theorem in [35].

-1
]t1=r10

Theorem 1 For system (2), if the conditions (Cy1)—(Cx) hold, then D (S, Es, L, Ax, R,) is
locally asymptotically stable when 1, € [0, 110); system (2) undergoes a Hopf bifurcation at
Dy (84, Ess I, As, Ry) when t1 = Ty0.

Case 3. 7, >0, 11 = 13 = 0, Eq. (3) becomes

)\,5 +1V134)\.4 + Mgg)\g + Mgz)»z +M31)\. + Mg()
+ (P34)\4 + ng)\.g + sz)\.z + Pgl)\. + Pg())e_)dz

+ (Ussh® + Uph® + Uz + Usg)e ™ =0, (15)
with

Mso =My + Ny + Qo+ So + Vo + Xo,
Mz =M+ N1+ Q1 +S1+ V1 + Xy,
Msy =My +No+ Qa+ Sy + Vo + Xy,
M3z =Ms + N3+ Qs + S5+ V3,
M3y =My + Ny + Qq,
P3o=Py+Ro+To+ Wo+ Yy + Lo,
Py1=P1+Ri+T1 + Wi+ 11+ 1Ly,
Py =Py +Ry+To + Wr + Y,

P33 =P3 + Ry + T3+ W3,P3q = Py,
Uso = Uy + Zo + Ey,

Uy =Uy +Z1 + Ey,

Uz = Uy + 7y, Uss = Us.
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Multiplying by €, Eq. (15) becomes

P34)»4 + ng)\.s + P32A,2 + Pgl)\, + P30
+ ()\,5 + M34)»4 + Mgg)\g + M32)»2 + Mgl)\. + 1\/130)6)‘.[2

+ (UssA® + Uph® + Uz A + Usg)e ™™ = 0. (16)

Let A = iw(w > 0) be the root of Eq. (16), then from Eq. (16) separating real and imaginary

parts we obtain

fa1(@) sin 1y + fzp(w) cos Tyw = f33(w),

Sfaa(®) cos Ty — f35(w) sin o0 = f36(w),

(17)

where

far(@) = Uz - Ma1)o — (Uss - Mz3)o® — o,
Sa(w) = Mago* — (Msp + Usp)w® + Mo + Uso,
fi3(@) = Ppo® — Pyg* — Py,

Saa(w) = (Us1 + Ma))w — (Uss + Msz)w® + @,
Sas(@) = ~Mss0* + (Mzz — Uzp)w® — Mg + Uso,

fi6(®) = P330° — P30

It follows that

S33(0) x faa(w) — fra(w) x fas(w)
Sa1(w) X faa(w) +fra(w) X fis(w)

sin Tow = (18)

and

S31(@) X fss(@) + f33(@) X fa5(w)
f51(0) X fa(@) + fra(@) X frs5(w)”

COS Tyw = (19)

Thus,

[f33(0) X fa(@) = fro(@) X fis(@)]”
+ [f1(@) X fis(@) + frz(@) x fos(@)]”
— [1(@) X foa(@) + fro(@) X fis(@)]* = 0. (20)

Similar to Case 2, we assume that (Cs1) Eq. (20) has at least one positive root w.

Then we get

31(w0) X f3s(wo) + faz(wo) X f35(eo)

_ 1 f
= ”CCOSL?,M) X faa(@o) + fra(0) xfgs(wo)]'

(21)

Page 10 of 26
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Also, differentiating Eq. (16) with respect to 75, we get

Al g w 22)
dry gnlw) A’
where
ggl(a)) = 4P34,)\.3 + 3P33)\.2 + 2P32)\. + P31
+ (5A% + 4M34)> + BM33A” + 2M3p ) + M1 )€™
+ (3[,[33)\2 + 2L[32A + U31)€7)\r2,
ggz(a)) = (U33)x4 + ng)\.s + U31)\.2 + Ugo)\)eikm
— (A + M3ad® + M3sd® + M3oA® + M1 A? + M3oh)e'™.
Furthermore,
Re[d)h]_l _ UsrVar + Uzt Vi (23)
dfz T2=T90 V32R + V321

with
Usp = [504 — 3(Mss + Uss)wg + Ms; + Us | cos Tywg
— 2[(M32 — Uzp)wo — 2M34 | sin Tyowp + P31 — 3P33005,
Us; = [Sa)g —3(M33 - u33)60(2) + M3 - Ugl] sin Togwy
+2[(Msy + Usy)wo — 2M340 | €08 Tagwg + 2P31 0 — P34,
Vg = [(Uso — M3p)wo — (Usy — Map)wy — M3aj | sin Taowo
+ [(Uss + Mss)wg — (U1 + Mz1)wg — f] cos Taowo,
Var = [(Uso + Mzo)wo — (Usy + Mzz)wg + Mzawg | €08 To0g
— [(Uss = M33)wg — (Usy — M31)wf — o] sin Taowo.

Therefore, if (Csp): Usg Vag + Uz Var # 0 is satisfied, then Re[;_jz];zlzrzo # 0. Thus, we have
the following conclusions based on the Hopf bifurcation theorem in [35].

Theorem 2 For system (2), if the conditions (Cs1)—(Csp) hold, then D, (S, Es, L, Ay, R,) is
locally asymptotically stable when t, € [0, Ty); system (2) undergoes a Hopf bifurcation at
D,(S.,E,, L., A, R,) when 15 = 9.

Case 4. 13 >0, 71 = 1 = 0, Eq. (3) becomes

)\,5 + M44)\4 + M4,3)u3 + M42)\,2 + M41)L + M4Q

+(Qaal® + Qu3A® + QuaA” + Quih + Quo)e ™

+ (V43)\.3 + V42)\.2 + Vzu)\ + V40)€_2)Lr3 = 0, (24)

Page 11 of 26
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with

Mo =Moo+ No + Py + Ry + Uy,
May =M, + Ny + Py + Ry + Uy,
Mg =My + Ny + Py + Ry + Uy,
Mz =Msz + N3+ Ps +Rs + Us,
My = My + Ny + Py,

Qa0 = Qo + So + To + Wo + Zo,
Qu=Q1+S1+T1+ Wi +2,
Qu=Q+S+ T+ Wy +2y,
Qu3=Q3+S3+ T3, Qua = Qq
Vio = Vo + Xo + Yo + Lo + Eo,
Vau=Vi+X1+ 1 +L +E,

V42 = V2 +X2 + Y2, V43 = Vg.
Multiplying by ", Eq. (24) becomes

Quar* + Qu3r® + Qaar” + Qud + Quo
+ ()LS +M4,4)\4 + M4,3)»3 + M42)L2 +M41}\ + M40)€)‘T3
+(Vagh® + Vipd® + Vi d + Vig)e ™ = 0. (25)

Let A = iw(w > 0) be the root of Eq. (25), then following the same computation as done
in Case 3 we obtain

_Ji (@) X faa(®) = fao @) X fas(®)

ST = ) X fanl@) + fin(@) X fus(@) (26)
and
_fu(o) X fas(w) +fa3(w) X fas(@)
COST20 =2 ) X funl@) + (@) = fus(@)” @7)
where

fun(@) = (Var = Ma)o - (Vis - Maz)o® — o,
Jir(®) = Mago* = (Maz + Vig)* + Mao + Vao,
Jiz(w) = Q42w2 - Q44604 = Quo,

Saa(®) = (Vay + Ma))w — (Viz + Myz)o® + 0,
fas(@) = ~Muo* + (Mg — Vip)w* — Mo + Vao,

f46(w) = Q43w3 - Qquo.
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Furthermore,

[fis(@) X fua (@) — far(@) X fas(@)]*
+ [fa1 (@) X fas(@) + fiz(@) X fas(@)]”
~ [fu1(@) X fa(@) + fiar(@) X fis(@)]” = 0. (28)

Similar to Case 3, we assume that (Hy): Eq. (28) has at least one positive root wy. Thus,

1 X + X
30 = - x arccos I}il(wo) Jas(@o) + faz(wo) ﬁLS(wO):I (29)
wo 41(wo) X faa(wo) + faz(wo) X fas(wo)
and
dr 1! T
[_} =g41(a)) B (30)
dt3 o) X
where
21(®) = 4QuaA® + 3Qu3A” + 2QuA + Qu
+ (5A* + 4Muud® + 3Mazh® + 2Muo . + Man )€™
+ (3Vagh? +2Viph + Vi e,
g42(a)) = (V43)\4 + V42)\,3 + V41)\2 + V40)»)6_A13
— (A% + Maah® + Mugh* + Maoh® + Maa A* + Maoh ) €.
Thus,
dr ™ Usr Vg + U V.
Re[—] _ Har A;R ;1 41’ (31)
dT3 T3=T30 V4R + V4I
with

Uy = [504 — 3(Mus + Vig)wg + Ma1 + Var | cos T30mg

- 2[(Maz — Viap)wo — 2Maa | sin T30w0 + Qa1 — 3Qa3wp,
Uy = [505 — 3(Maz — Vig)wy + Max — Var | sin tsomy

+2[(Maz + Vao)wo — 2Maaw; | €08 T30wp + 2Qawp — 3Quuy,
Vg = [(Vao — Mao)wo — (Vip — Map) 3y — Muaadj | sin T30m0

+[(Vag + Mag)wg — (Var + Mar)o§ — ] cos Tawo,
Var = [(Vao + Mag)wo — (Vi + Maz)w + Maswy | €08 T30

— [(Vas = Muz)wg — (Vi — Mag)wy — o | sin t30wo.

Therefore, if (Cyp): Usr Var + Uy Vy # 0 is satisfied, then Re[j_%];3lzrso # 0. Thus, we have
the following conclusions based on the Hopf bifurcation theorem in [35].

Page 13 of 26
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Theorem 3 For system (2), if the conditions (Cy1)—(Cap) hold, then D, (S, Ex, L, Ax, Ry) is
locally asymptotically stable when t5 € [0, T30); system (2) undergoes a Hopf bifurcation at
D*(S*,E*,I*,A*,R*) when T3 = T30.

Case 5. 11 >0, T € (0, To9) 73 € (0, T730). Let A = iw (w > 0) be the root of Eq. (3), then we

have

fs1(@) sinTyw + fsp(w) cos Tyw = f3(w), (32)

fs1(w) cos 11w — fsp(w) sin Ty w = fra(w),
with

fs1(@) = Njo = N3o® + (Riw - R30”) cos Ty — (Ro — Row?) sin 1o
+ (S10 - S30%) cos T30 — (Sp — Sr?) sin T30
+ Wiwcos(ty + 13)0 — (Wo — Waw?) sin(t, + 13)o
+Xiwcos 213w — (Xo - Xza)z) sin 213w
+ Liwcos(ty + 213)w — Lo sin(1y + 213)w,
fra(®) = Nyo* — Nyw? + Ny + (Rla) - Rga)s) sin Tyw + (RO — R2w2) COS Ty
+ (Sla) - Sgws) sin 73w + (So - Szwz) COS T3w
+ Wiwsin(ty + 13)0 + (W — Waw?) cos(ts + 13)0
+ Xiwsin 230 + (Xo — Xza)z) €08 2730,
f53(@) = Mowr — Maw* = My — (Pro — P3”) sin Tyw — (Paw® — Paw® + Po) cos Tyo
- (Qio - Q30°) sin T30 — (Quov* — Qew* + Qo) cos T30
— (Thio - T50°) sin(ty + 13)0 — (T — Tow?) cos(ts + T3)w
— (lho - U30®) sin21y0 — (Up - Urw?) cos 21,0
- (Vla) - ngs) Sin 273w — (V() - Vga)z) COS 273w
—Yiwsin(ty + 273)w — (Yo — Yzwz) cos(ty + 273)w
- Z1wsin(21, + 13)0 — (Zo — Zrw?) cos(27 + T3)w
—Eiwsin2(1y + 13)w — Eg cos 2(12 + T3)w,
foa(w) = Mzw® - 0° = Myow — (Prw - P3a)3) COS Tow + (P4a)4 —Pr? + Py) sin o
- (Qio - Q30’) cos T30 + (Qu* — Q® + Qo) sin T30
- (Tla) - Tgw?’) cos(ty + T3)w + (To - Tng) sin(ty + T3)w
- (L[la) - UBCUB) CcoS2Trw + (L[O - U2w2) Sin27rw
- (Vio - V30®) cos 2130 + (Vo — Vaw?) sin 2130

- Yiwcos(ty +213)0 + (Yo — Y20%) sin(t, + 273)0
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- Z10¢0s(2T; + T3)w + (Zo — Zr*) sin(27; + T3)w

— Eiwcos2(ty + 13)w + Eg sin 2(13 + 13)w.

Thus, we can obtain the following equation with respect to w:

f53(@) + f54(0) - f (@) — fi3(@) = 0. (33)

In order to give the main results in the present paper, we suppose that (Cs;): Eq. (33) has

at least one positive root wy,.

Thus, we can obtain

T = % ATCCOS I:f51(601*) ><f524(w1*) +f522(w1*) Xﬁ;?;(wl*)]. (34)
_]gl(wl*) +f52(w1*)
Taking the derivative of A with respect to 7 in Eq. (3), we obtain
|:_ _ g1(w) _ E, (35)
gn(w) A

where

g51(@) = 50% + 4MyA> + 3M30% + 2Mah + My + (4Nah® + 3N3A% + 2Nph + Ny )e ™

— [12Ps)* + (1oP3 — 4Py)A> + (oPy — 3P3)A2

+(2P1 = 2Py)A + TP — Py |e ™
13Quh* + (13Q3 — 4Qu)2° + (13Q; — 3Q3)A7

+(13Q1 — 2Q)A + 13Q0 — Q1 e
— [12R32% + (1aRy — 3R3)A% + (T2Ry — 2Ry) A + ToRo — Ry e+
— 7385243 + (1355 — 383)A% + (1351 — 252)A + 73S0 — Sl]e_(”*’?’)
(Tg + 13) T5A3 + ((T2 +13)T5 — 3T3)A2

+ ('L'2 + Tg)Tl 2T2))\ + (‘L'2 + ‘L'g)T() - Tl]e_(T2+T3)

(

(

[2T2U3)L + (2T2U2 - 31,[3))»2 + (2T2U1 2UQ))L + 2T2U0 - U1]€_2r2
—[213V3A% + (213V2 = 3V3)A% + (213 V) = 2Vo)h + 213V — Ve
[(‘L’z + T3)W2)\2 ((‘L'2 + ‘Eg)Wl - 2W2))\ + (‘L’z + Tg)W() - WI] Mr+ra+s)
— [213X047 + (273 X1 — 2X0)A + 273X, — Xy Je M)

~[253 Y207 + (21311 — 2Y2)A + 273 Y, — Yy | 272

[ 2'(2 + ‘Eg Zz)»z ((21’2 + ‘L'3)Zl 222))» + (2'(2 + 'Kg)Z() — Zl] ~M212+173)
[(T2 + 2T3)L A+ (T2 + 2T3)L0 - Ll] ~H(z2+273)

2(ty + 13)E1h + 2(12 + 13)Eg — Eq e ~2MT2473)
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ggl(a)) = (N4)L4 + Ng)\g + Nz)\,z + Nl)x + No)e_ltl + (Rg)\g + Rz)uz + Rl)» + RQ)G_A(HH'Z)
+ (Sg)\g + Sz)n2 + Sl)u + So)e_)\(HHS) + (W2)L2 + Wl)\ + Wo)e_A(T1+IZ+T3)

+ (Xz)\.z +X1)\, + Xo)e_k(rl+2.r3) + (Ll)\. + Lo)e_k(rlﬂerer).

Define

dr ™ Usp Vg + Us; V;
Re[ ] _ YsR 5R + Usy 51. (36)

2 2
d'L'l V5R+ VSI

T1=T1x

T1=T1x%
have the following conclusions based on the Hopf bifurcation theorem in [35].

Thus, if (Csy): UsgVsg + Us; Vs # 0 is satisfied, then Re[a%]‘1 # 0. Furthermore, we

Theorem 4 For system (2), if the conditions (Cs1)—(Csy) hold, then D, (S, Ex, L, Ax, Ry) is
locally asymptotically stable when 1, € [0, 11.); system (2) undergoes a Hopf bifurcation at
D,(S.,E,, I, A, R,) when 11 = 1.

3 Direction and stability of the Hopf bifurcation

In this section, we will investigate the direction and stability of the Hopf bifurcation at
the critical value 7; = 71, by employing the center manifold theorem and the normal form
theory. Let 71 = 714 + 4, 4 € R, then pu is the Hopf bifurcation value for system (2). For
convenience, we suppose that T3, < 7o, < 71, where 3, € (0, 730) and 7y, € (0, To9). Let u =
S(n1t), uy = E(11t), us = I(112), us = A(712) and us = R(z1t). System (2) can be transformed

into the following form:
L{(t) = L;/. (ut) + F(Mr Mt)r (37)

where u(t) = (uy, U, u3, usus)” € C = C([-1,0],R%), L, : C — R°>and F: R x C — R® can
be defined as

L= (t, + M)<M¢(0) +P¢(—?> + Qo <—’i) +N¢(—1))

1 T1x
and
~B1$1(0)$2(0) — B2¢p1(0)4(0)
B1#1(0)$2(0)
F(u, @) = (t1s + 1) ~P293(0)¢p4(0)
B29$1(0)¢4(0) + B263(0)pa(0)
0
with
miy  mjpp 0 14 0 0 0 0 0 0
my1  miyp 0 0 0 0 17)) 0 0 0
M= 0 0 ms3 M3 0 ) N=1|0 N3y 0o 0 0},
Maq 0 mya3  Mlga 0 0 0 0O 0 O
ms; O 0 0 mss O 0 0 0 O
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o 0 0 o0 o 0 0 0 0 g5
0 pppb 0 0 O 0000 O
P=]0 0 0 0 O]}, Q=10 0 0 0 O
0 0 0 pu O 0000 0
0 psa 0 psu O 0 0 0 0 g5
Thus, for ¢ € C, there exists 1(#, i) such that
0
Lo~ [ dn,u00). (39)
-1
In fact, choosing
(T + W) M+ N+P+Q), 6=0,
(T + )N + P+ Q), 0 €[-3=,0),
nO, 1) = | (114 + w)(N + P), 0el-2,-2) (39)
(TI*"’/'L)N: 0 G(— :_2_:)7
0, 0=-1,
where §(0) is the Dirac delta function.
For ¢ € C([-1,0],R®), define
a66) -1<6<0,
Awe=1 ¥ -
f—l d’](g» M)¢(9), 0= 01
and
0, -1<6<0,
R(n)g =
F(Mr¢), 0=0.
Then system (37) equals
u(t) = A()uy + R(w)u;. (40)
For ¢ € C([0,1], (R°)*), define
—d‘:;(s), 0<s<1,
A= 0",
f,l dT] (S, O)QD(—S), s=0,
and
0 0
(0(6.00) - 5000~ [ [ gt -rdn@)0(e)a, (a1)
=-1J&=0

where n(0) = n(6,0).
By the discussion above, we can conclude that +iw, ;. are eigenvalues of A(0) and
A*. Let k(0) = (1,k, k3, ka,k5) €™+ be the eigenvector of A(0) corresponding to
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+iT1.w1, and k*(s) = Q(l,K;,K;,KZ,K;)Teifl*wl*S be the eigenvector of A*(0) correspond-
ing to —it w}, where

my
ey == —iT —iT ’
iW15 — Mgy — Hgge TPl — poo e 2Pl
I/lgge_ltl*wl* K9 + M34Ka
K3 = , ’
lW1sx — M33
. my (iw1, — M33) + Myzhnzae” T+l o
4 = . . _ 7 7
(i1 — m33)(iw14 — Mag — Page™™+1%) — Ma3N34
e = LY P52€ N + pae
5= ; — )
w1y — M55 — gs5€7' 201
K* _ ia)l* + M1 + M41K4 + M51K5
- »
> my1
% mMy3K4
Ky =——,
lwyy + M33
IW]4T: * . *
o o MiaMa1 + M1 Paa€ ™k k + poy (w1 + My + mis1k])
4 = ~ ~ : ~ )
(ma1M33Pay + M1 Ma3Ng0e™+1x ) 133
iT
N qlSe 3xW1x
K=

— P )
[y + M55 + G551
M33 = iw14 + M33,

~ . IT]4@ IT04
P22 = i1y + My + Ny ™1 + poyet ™l

and

0 = [1+kakcs + kaky + Kakf + KsicE + T € TN iy (Maaic + M3y )
+ e e [k2(p2aics + psaics) + ka(paaky + psaics) ]
+ rg“e’”;‘“’fm (q15 + q55k;‘)]71,
which ensures that («*,k) =1 and (k*,k) = 0.
In what follows, we can obtain the expressions of gy, g11, go2 and go1 by using the algo-
rithms in [35] and a similar computation process to that in [31, 36—38]:
20 = 27,0[Bika(ic5 — 1) — Baka — Pakskaics + Parcaicy (1 +k3)],
gn = T{ké[ﬂl (K2 + /Z;‘)(/Z;‘ — 1) — ,32(/(4 + IZ'Z) — ,32/2;(/(3122 + IZ:;:KLL)
+ Baicy (ka + iy + K3y +ic5ka) ],
€02 = 2570[ Biiea (K5 — 1) = Baka — BaRaicaics + Pokaicy (1 +&3)],
i 1 _ 1
@1 = 2rl*g[(/c; -1) (Wl‘})(om + §W2((1,)(O)K2 +W2(0) + 3 Wé?(O))

) 1 } 1
+ By - 1) (Wﬁ)(o)x4 + EWé}}(o);c4 + W)+ EWz‘?(o))

=% =% 1 - 1 —x
+ Bk - &3) <WS)(0)K4 +3 W (0)ics + WP (0)ics + 3 W;g*)(O)Ks)}
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with
ngOK(O) ik K lg’ozk(o) ik k ik K
W20(9) — — el‘l.'la)l@ + - e ”1“)10 +E1€2”1w10,
T 0] 31 w]
igllK(O) % % l§11E(0) k%
Wii(0) = —=———eM1? 4 =———¢ 1% L [,
Ty Tp Wy
where
X ¥
m, - 0 —mMg —q15e7' B3
—Mma1 m/22 0 0 0
— —2it¥w¥ /
Ei=2 0 —n3pe m3g —m34 0
/
—myy 0 —Mi43 Myy 0
Lk K iT* ¥
—ms; —p52€_2”2 [on 0 —p54€_2”2 o Wl/55
—PBika — Paka
Bika
X —Bakzky
Baka(l +k3)
0
and
-1
miy myy 0 i q15
mo1 Moo + Moo +p22 0 0 0
Ez =2 0 n3o i3s3 34 0
My 0 M3 Mgy + Pag 0
51 P52 0 P54 Mss5 + g55
—PBi(Ky + ky) — Bolics + iKa)
Bk + ko)
X —Ba(ksks + k3ks) )
Balka + ka) + Polkska + K3K4)
0
with
/ . %
my; = 2iw] — M,
. —_9irX ¥ —_9i7X )k
}’}’1/22 — 2la)’f — Mgy — None 2t oy — pye 2112(1)1,

/ .o
My = 2iw] — m3z3,
—2[1:3‘(01"

/ + kK
My = 2iw] — Mag — Pase

7 .o —itfw¥
M = 2iw] — M55 — gsse 31,

-1

Page 19 of 26



Zhang and Zhao Advances in Difference Equations (2019) 2019:228 Page 20 of 26

Thus, we can compute the following values:

i lgo2*\  gn
C1(0) = —— -2 2_ o= =,
1(0) e (gngzo lg11! 3 >+ >
Re{C1(0)}
[y = ———
Re{\'(7])} (42)

/32 = ZRG{CI(O)},

_Im{C1(0)) + o Im{i'(z7)
. rfof '

Thus, we can obtain the following results according to the discussion of the properties

of Hopf bifurcating periodic solutions of dynamical system in [23].

Theorem 5 For system (2), if 1ty > 0 (o < 0), then the Hopf bifurcation is supercritical
(subcritical); if By < 0 (B2 > 0), then the bifurcating periodic solutions are stable (unstable);
if Ty >0 (T < 0), then the periods of the bifurcating periodic solutions increase (decrease).

4 Numerical simulations

In this section, we shall give some numerical simulations to validate the theoretical results
obtained in the previous section. Choosing ¢ = 0.06, N = 100, ; = 0.1, 8, = 0.015, ¢ =
0.07,7=0.3,® =0.1, p = 0.02, y = 0.08. Then we get the following specific model:

B — 6 - 0.1S(t)E(t) - 0.0155()A(t) - 0.135(2) + 0.3R(t — T3),

4O - 0.1S(£)E() — 0.06E(t) — 0.1E(t — 1) + 0.02E(t - T5),
40— 0.1E(t - 1) - 0.061() — 0.015I(H)A(t), (43)
420 - 0.0155(£)A(£) + 0.0151(H)A(£) — 0.06A(t) — 0.08A(t — T),

RO - 0.08A(t - 72) + 0.02E(t — 7) + 0.078(¢) — 0.06R(¢) — 0.3R(t — 3),

which satisfies the condition (C;). By computing, we obtain the unique endemic equilib-
rium D, (1.8,44.5473,7.5333, 35.4424, 10.6964) and the condition (C,) is satisfied.

First, by taking 71 >0 (12 = 13=0), 2 >0(11 =73=0), 73>0 (11 =12 =0) and 7 >0
(12 = 3.75 € (0, 799) and 13 = 2.35 € (0, 730)), respectively, we obtain w; = 1.9353 and 739 =
25.1722, wy = 0.6372 and 19 = 30.0105, w3 = 1.4460 and 730 = 6.1042, w} = 3.2659 and
75 = 6.6884. The unique endemic equilibrium D, (1.8,44.5473,7.5333, 35.4424, 10.6964) is
seen to be locally asymptotically stable for less values of the delays. With the increased val-
ues of delays, a Hopf bifurcation occurs at the corresponding critical values of the delays.
The bifurcation phenomena of model (43) are shown in Figs. 2—5. Also, by some complex
computations, we obtain C;(0) = —29.6058 + 17.28644, u, = 30.0049 > 0, B, = —59.2116
and T, = —0.8610 < 0. Thus, we can conclude that the Hopf bifurcation is supercritical,

and the periodic solutions are stable and decrease.

5 Conclusions
In this paper, a delayed e-SEIARS model for point-to-group worm propagation is proposed
by incorporating the latent period delay, the delay due to the period that the anti-virus
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software uses to clean the worm and the temporary immunization delay into the model
formulated in the literature [15]. The model not only takes the time delays into account,
but also takes two important network environment factors into account, namely point-to-
group worm propagation and benign worms.

We mainly focus on effect of the time delays on the proposed model. Local stability
and the existence of Hopf bifurcation are discussed by taking different combinations of

the time delays as bifurcation parameter. Specially, properties of the Hopf bifurcation are
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Figure 3 Bifurcation diagram with respect to 1,

investigated. It is found that when the values of the time delays are below the critical value,
the model is locally asymptotically stable. In this case, the worms in model (2) can be
predicted and controlled. However, the propagation of the worms will be out of control
when the values of the time delays pass through the corresponding critical values. It should
be pointed out that our work is only restricted to a theoretical analysis of the model. It may
be necessary to make experimental studies in real-world networks in the near future, and
this is left for our next study.
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