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Abstract

A delayed SEIRS-V model on the transmission of worms in a wireless sensor network is
considered. Choosing delay as a bifurcation parameter, the existence of the Hopf
bifurcation of the model is investigated. Furthermore, we use the normal form
method and the center manifold theorem to determine the direction of the Hopf
bifurcation and the stability of the bifurcated periodic solutions. Finally, some
numerical simulations are presented to verify the theoretical results.
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1 Introduction

In past several decades, many authors have studied different mathematical models which
illustrate the dynamical behavior of the transmission of computer viruses based on the
classical epidemic models due to the lots of similarities between biological viruses and
computer viruses [1-12]. In [3], Yuan and Chen investigated the behavior of virus propa-
gation in a network by proposing an e-SEIR model. In [7], Mishra and Pandey proposed
an SEIRS model to investigate the transmission of worms in a network. As wireless sensor
networks are unfolding their vast potential in a plethora of application environments, se-
curity still remains one of the most critical challenges yet to be fully addressed [13, 14]. In
order to study the attacking behavior of possible worms in a wireless sensor network and
considering that there is a basic similarity between the software viruses spread among
wireless devices and the transmission of epidemic diseases in a population, Mishra and
Keshri [14] proposed the following SEIRS-V model:

BU ~ A BSWOIW) - (1 + p)S(E) + SR(E) + nV(8),
L0 _ BS@E)(E) - (1 + a)E(2),

dt
U0 = aE(e) - (u + & + )10, v
% = )/I(t) - ([,L + (S)R(lf),

2O = pS(t) — (u+n)VI(E),

where S(¢), E(t), 1(t), R(t) and V(£) represent the numbers of sensor nodes at time ¢ in states
susceptible, exposed, infectious, recovered and vaccinated, respectively. A is the inclusion
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of new nodes to the wireless sensor network, 8 is the transmission coefficient. «, y, 8, n
and p are state transition rates. ¢ and p are the crashing rates of the sensor nodes due to
the attack of worms and the reason other than the attack of worms, respectively. Mishra
and Keshri [14] studied the stability of system (1).

As is known, computer virus models with time delay have been investigated by many
authors [15-18]. In [15], Feng et al. investigated a viral infection model in computer net-
works with time delay due to the temporary immunity period of the recovered computers.
In [17], Dong et al. proposed a computer virus model with time delay due to the time that
the computers in a network use antivirus software to clean the viruses and investigated
the Hopf bifurcation of the model by choosing the delay as a bifurcation parameter. Moti-
vated by the work above, and considering that the sensor nodes need some time to clean
the worms in a wireless sensor network by using antivirus software and the recovered and
the vaccinated sensor nodes have a temporary immunity period after which they may be
infected again because of antivirus software, we incorporate two delays into system (1)
and get the following delayed SEIRS-V system on the transmission of worms in a wireless

sensor network:

B~ A-BSOIE) - (1 +p)S(E) + 8R(t - ) + NV (E - T2),

d’f“ = BS(OI(t) — (1 + a)E(t),

A~ aE(t) ~ (u+e)I(t) - yI(t - 1), 2)
@ =yI(t — 1) — uR(t) - SR(t - 1),

d‘/ L= pS(t) - nV(t) - nV(t - 12),

where 1; is the time that the sensor nodes need to clean the worms by using antivirus
software and 7, is the temporary immunity period after which they may be infected again
because of antivirus software. For the convenience of analysis, we assume that 7; = 75. Let
71 = Ty, then system (2) becomes

B~ A-BSOIW®) - (u +p)S(E) + SRt~ 7) + V(- 1),

”’E“ = BS(I(2) - (1 + @)E(p),

"”—-aE(t) (u+e)I(E) - yI(t-1), 3)
M_yz(t 7) — uR(t) - 8R(t - 1),

DO = pS(t) - uV(E) -0Vt -1).

This paper is organized as follows. In Section 2, we investigate local stability of the pos-
itive equilibrium and obtain sufficient conditions for the existence of local Hopf bifurca-
tion. In Section 3, we determine direction and stability of the Hopf bifurcation by using
the normal form theory and the center manifold theorem. In order to testify the theoreti-
cal analysis, a numerical example is presented in Section 4. Section 5 concludes the paper
and indicates future directions for research.

2 Local stability of positive equilibrium and existence of local Hopf bifurcation

It is not difficult to verify that if Ry = % Altn)rpnra)utety) o g then system (3) has the
(n+p) () (+n)(+e+y)

unique positive equilibrium D, (S, Ey, I, Ry, Vi), where

S = (,U«+Ol)(Mﬂ+€+J/)’ E - ml*,
o o
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_ Yy plp+a)(u+e+y)
s T aB(u+n)
afA(p+8) (i +n)+pn(p+a)(p+8)(n+e+y)—(u+p)(u+a)(u+8)(u+n(n+e+y)
Blu+a) (i +8) (1w + )+ +y) —afdy(u+n) '

*

I, =

The Jacobian matrix of system (3) about the positive equilibrium D, is

A—an 0 —ai3 ~bige" ~bise™*"
—ay A —axp —as3 0 0
J(Dy) = 0 —asy A —asz—bse” 0 0 ,
0 0 —b43€_lr A —dgq — b44€_kr 0
—ads1 0 0 0 A —as5 — l’)55\‘i’_)‘r

where

an = —(BL + 1 +p), a3 = —BSs asn = Bl
ap=-(n+a),  apn=BS, an=a

azs = —(n +¢), agq = —Hl, asi = p, ass = —[,
by =, bis =1, bsz =y,

byz =y, bas = -6, bss = —1.
Thus, the characteristic equation of system (3) at D* is

A+ Al + AsA® + Apd2 + Ajh + Ag + (B4A4 +B3A2 + BoAZ + BiA + Bo)e_“

+ (Cg)\s + Cz)uz + Cl)u + Co)e_”‘f + (Dz)nz + Dl)L + Do)e_g)ﬂ =0, (4)
where

Ag = —agaass(anarnass + a3aasz),

A} = apzagass(an + az) + andradass(ass + ass)
+ a1axnazas + a13a21a3(asy + ass),

Ay = —ass (ﬂuﬂzz +az3da + (an + axn)(ass + ﬂ44))
— a13anaz) — and(ass + das) — assdaa(an + as),

Az = anay + azag + (an + an)(ass + aqa)
+ass(an +axn + asz + asa),

Ay =—(an + ax + ass + asq + ass),

By = a44a51b15(a22a33 — a3a32) — a13a21a32(Aaabss + Assbay)
— a11a23(a33a44b55 + A44as5bs3 + azzassbay),

By = b33 (61116122(6144 +ass) + Agaass(an + 6122)) + a13a21a32(b4q + bss)
+bay (61116122(0133 +ass) + aszass(an + 6122))

+ bss (61111122 (@33 + das) + aszasa(an + ﬂzz))
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+as1b15(a23a3; — axndss — axnds — aszdas),
By = asibis(ax + ass + asa) — bss (ﬂuﬂzz +agaass + (an + az)(aas + 6155))
—bay (&1116122 +azzass + (an + axn)(ass + ﬂss))
- bss (ﬂntlzz +as3das + (an + ax)(ass + ﬂ44)),
Bs = b3z(an + ax + aas + ass) + baa(an + ax + ass + ass)
+ bss(an + ax + asz + agy) — as bys,
By = (b33 + byg + bss), Cs = b33bay + b3zbss + baybss,
Cy = as1b15(bs3 + bas) — bazbaa(an + azy + azs) — bszbss(an + az + ass)
— baabss(an + ax + ass),
C1 = baabss (61111122 +azz(an + 1122)) —anazbiabas + byzbyy (ﬂuﬂzz +ass(an + 6122))
+ ba3bss (ﬂuﬂzz +agqan + ﬂzz)) —asibis (b33(ﬂ22 +aaq) + baalan + ﬂ33)),
Co = as1b15(arasbss + anazsbas — az3aznbag) + anasz(assbiabaz — aizbaabss)
— ana(assbssbag + asabsszbss + azbaabss),
Dy = —b33byybss, Dy = bsbyabss(an + ax) — asibisbszbay,

Dy = asnazbiabazbss + aas bisbszbas — anarassbaabss.
Multiplying e** on both sides of Eq. (4), it is easy to obtain

34)\.4 + Bg)\‘3 + Bz)\‘z + Bl)\. + B() + (}\.5 +A4,)\‘4' +A3)\‘3 +A2)\‘2 +A1)\. +A0)€M:

+(C3A® + CuA? + Cih + Co)e ™ + (DaA” + Dy + Dy)e ™ = 0. (5)
When 7 =0, Eq. (5) reduces to
2+ At + msA® + A + g+ mg = 0, (6)
where

1’1’10=A0+B0+C0+D0, W11=A1+BI+C1+D1,
Wl2:A2+Bz+C2+D2, ms3 =A3+33+C3,
my=As+Bs=p+a+S+e+y+n+pPL.+5u.

Obviously, m4 > 0. By the Routh-Hurwitz criterion, sufficient conditions for all roots of
Eq. (6) to have a negative real part are given in the following form:

1
D, = det <m4 ) >0, (7)
wiy ms
My 1 0
Dy =det| my m3 my| >0, (8)

0 my; My
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Dy=det|™ M M 1| g 9)
mo myp my m3
0 0 moy
my 1 0 0 0
my M3z Mg 1 0

Ds=det| mg my my m3z my | >0. (10)
0 0 my m wmy

Thus, if condition (H;) Eq. (7)-Eq. (10) holds, D is locally asymptotically stable in the
absence of delay.
For v > 0, let A = iw (@ > 0) be the root of Eq. (5). Then we can get

g1COSTW — g SINTW + g3 = My Sin2tw + hy cos 2t w,
g48INTW + g5COSTW + gg = 1 COS2Tw — My Sin 27w,

where

& = Agw* — (Ay + C)w* + Ag + Co,

&= — (A3 - C3)o’ + (4 - Co,

&3 = Byw* — Byow® + By,

g =A40” — (Ay - C)w” + A — Co,

g5 = 0" — (A3 + C3)o® + (A1 + C)o,

% =Biw-Bsw®,  h=-Do, hy = Dyw? — Dy.
Then we can get

(g1cosTw — g sinTw + g3)* + (g4 SinTw + g5 cOs Tw + gg)* = hf + h%. (11)

According to sin tw = £+/1 — cos? T, we consider the following two cases.
Case 1. sintw = /1 — cos? Tw, then Eq. (11) becomes

(grcostw - g1 -cos’Tw +g3)2 +(gaV1 - cos? Tw + g5 cos Tw + gﬁ)2
=hi+h, (12)

which is equivalent to
escos* Tw + e3c08° Tw + €y cos> Tw + e, cos Tw + eg = 0, 13)
where

2
€ = (gz2 +g32 +g2 +g§ - h% - h%) — 4(gags —g2g3)2,

2
er=4(g; +85 + &5 + & — I — 3)” (9185 + g56)
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- 8(gugs — £182)(gag6 — £283);
ey =4(g1gs + 8586)" — 4(gags — 2182)” + 4(gags — £283)°
+2(e + 8 -8 ~81) (@ + G+ 8+ g — i - 1),
e3 = (@18 +2586) (& + &5 — &5 — &) + 8(2ugs — £182) (€16 — £23),

en=(g+8-g - ) +4(gugs - 9122)°.

Let cos Tw = r and denote

e e e e
fr)=r*+ 2R 2 Lre 2
€4

€4 €4 €4
Thus,
3e 2e e
Fr)=4r+ 2= 2+—2r+—1
(7} €a
Set
3e 2e e
4+ 22 22 oo (14)

€4 €4 €4

Lety=r+ :734. Then Eq. (14) becomes

Yy +1y+10=0,

where
e 3e3 eg _ees e
n= — Yo = +—.
2e, 16€2’ 3263 8eX e
Define

n=J-2 VAR
—\3/——+fﬂ2+ ———Jﬁiﬂz,
=\3/——+fﬁ2 /-2~ VBibo.

Then we can get the expression of cos tw, and we denote f;(w) = cos Tw. Substitute
fi(w) = costw into Eq. (11), we can get the expression of sintw, and we denote f,(w) =

sin tw. Thus, a function with respect to w can be established by

fHw) + fHw) =1 (15)
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If all the parameters of system (3) are given, we can calculate the roots of Eq. (15) by
Matlab software package. Therefore, we make the following assumption in order to give
the main results in this paper.

(Hz) Eq. (15) has finite positive roots which are denoted by ws, ws, ..., wk, respectively.
For every fixed w; (1 <i < k), the corresponding critical value of time delay is

ri(j) = ialrccosfl(a),') + 21”, i=12,...,k,j=0,1,2,....

L a)l

Case 2. sintw = —+/1 — cos? tw, then Eq. (11) becomes

(gicostw + gV1-cos’Tw +gg,)2 + (g5 cos Tw — gav1 - cos? Tw +g6)2
=hi+hi (16)

Similar as in Case 1, we can get the expression of cos tw denoted as fi.(w) and the ex-
pression of sin tw denoted by f,. (), and further we get a function with respect to w that
can be established by

fr(w) +fh(@) =1 (17)

We assume that Eq. (17) has finite positive roots denoted by w}, w5, ..., w;, respectively.
Then we can get the critical value of time delay corresponding to every fixed positive root
w; of Eq. (17):

2jm
=
1 12

9 = — arccos fi, (w]) + i=1,2,...,kj=0,12,....
'

13
Let

70 :min{ri(o),ri/(o)}, i=1,2,...,k.
Then, when 7 = 19, Eq. (5) has a pair of purely imaginary roots +iwy.

Next, we verify the transversality condition. Taking the derivative of A with respect to t
in Eq. (5), it is easy to obtain

- -

[d)\]—l @)+ o) + @M +a)e T T
- hi (L) — ha(M)ert A

with

@1(A) =4B423 + 3B30% + 2ByA + By,

() =50% + 44403 + 3A3A% + 24,50 + Ay,

&(A) =3C3A% +2C1 + Cy,

gu(A) =2Dy1 + Dy,

I (L) = CsAt + (Cy + 2D2)A% + (Cp + 2D1)A% + (Co + 2Dg)A,

ha (W) = A% + Agd® + Asdt + A0 + A1A2 + Agh.

Page 7 of 15
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[d)\]l _ Pp+ Py
A=iwg Qr + Qi

P = (505 — (343 + 3C3)wj + A + C1) cos Towy
+ (4440 + (2C; - 245)wp) sin Towg
+ D1 cos 2towo + 2Dywq Sin 2Towg + By — 3330)3,
Py = (505 — (343 — 3C3)wj + A + C1) sin Towo
— (44405 — (2C, + 243)wo ) €Os Towo
— Dy sin21gwg + 2Dywq cos 2Towo + 2Bywg — 4B4a)8,
Qr = (0§ — Aswg + A1) cos Towo + (Aswy — Aswy + Agwp) sin Towg
+ Cga)g —(Cy + 2D1)w§,
5

P[ = (a)g —Aga)g +A1w%) sin Towo — (A4a)0 —Aza)g +Aoa)o) COS Towo

+ (C() + 2D0)a)o — (C2 + 2D2)a)8

Obviously, if condition (Hz) PrQg + P;Q; # 0 holds, then Re[%]’l # 0. Therefore, by

A=iwg
the Hopf bifurcation theorem in [18], we have the following results.

Theorem 1 For system (3), if conditions (H1)-(Hs) hold, then the positive equilibrium
D*(Sy, Ex, L, Ry, Vi) of system (3) is asymptotically stable for T € [0, 1), and system (3) un-
dergoes a Hopf bifurcation at the positive equilibrium D*(S,, E,, L, R, V) when t = 1.

3 Direction and stability of the Hopf bifurcation

Let T =7+ 1, u € Rso that i = 0 is the Hopf bifurcation value of system (2) and normalize
the time delay by ¢ — (¢/7). Let uy(¢) = S(¢) — S«, ua(t) = E(t) — E,, us(t) = I(¢) — L, ua(t) =
R(t) — Ry, us(t) = V(t) — Vi, then system (3) can be transformed into the following form:

u(t) = Lyu + F(u, uy), (18)
where u; = (u1(£), us(t), us(t), ua(t), us(t))T € C = C([-1,0],R%),
Lu¢ = (10 + w)(A'¢(0) + Bp(-1))

and

—B¢1(0)¢3(0)
B#1(0)¢3(0)
F(p, @) = (to + 1) 0 ,
0
0

Page 8 of 15


http://www.advancesindifferenceequations.com/content/2014/1/295

Zhang and Si Advances in Difference Equations 2014, 2014:295 Page 9 of 15
http://www.advancesindifferenceequations.com/content/2014/1/295

where

an 0 ap O
an axp dy 0
A=|10 agp asx O
0 0 0 ays
as) 0 0 0 ass

S © O O

0 0 0 bu bs
0 0 O 0 0
B=|0 0 by O 0
0 0 bas bas O
0 0 O 0 bss

By the Riesz representation theorem, there exists a 5 x 5 matrix function 79, u) :
[-1,0] — R>*> whose elements are of bounded variation such that

0
Lo~ [ dn@.me0), <.

In fact, we choose
(0, 1) = (0 + 1) (A'8(0) + B'S(6 +1)),

where § is the Dirac delta function.
For ¢ € C([-1,0],R®), we define

44(6) _
Awep={ %’ 1<6<0,
J5dn(6, 1)), 6=0
and
0, -1<6<0,
Ko = {F(u,m 6-0.

Then system (18) is equivalent to the following operator equation:
i(t) = A(u)ug + R(w)ue.

The adjoint operator A* of A is defined by

A(0) —d‘sgs), 0<s<1,
(p =
f_ol dTIT(S’ 0)<P(—S)r §= Ov

associated with a bilinear form

0 [4
(0900 =5000)- | [ 56 -0rn0pic)d, (19)

where n(0) = 1(6,0).
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Let ¢(0) = (1,42, 43,44, g5) T €0™? be the eigenvector of A(0) corresponding to +iwyTy

and g*(s) = D(, 43, 4%, 4, q2)e"° ™" be the eigenvector of A*(0) corresponding to —iwoTo.

From the definition of A(0) and A*(0) and by a simple computation, we obtain

iwg — ass — byze™™0

q2 = q?n
asy
a 1 i —a biybsze~ 00 as1byse 00
3=—|iwo—an — - - - - . )
a3 iwo — Agq — bage™ 0N iwy — ass — bsse 00
a byze~T00 a as;
4 = 7 - 3 5= 7 R )
iwo — das — byge 700 iwy — ass — bsze~0@o
: iTowQ
g = _lwo +an . asibise
= . - ,
> an as (iwo + ass + bsse/700)
7= (iwo + an)(iwo + a2) as1bis(iwo + az)e™00
37 - i i ’
anasp anaz(iwg + ass + bsze!™0«0)
. bMeizowo . b15eiroa)0
4y = qs = —

- - ) ; p .
iwg + Agq + bygel0@0 iwg + ass + bsseiT0®o

From Eq. (19), we have

(6]*(5)»61(9)) = D[l + @2 + 9335 + qudy + 4545 + Toe O (93(b3335 + basqy)

+ g4 (b14 + b44¢_IZ) + 45 (bls + bsszlz))]'

Then we choose

D = [1+ 4235 + q375 + qad; + G55 + Toe” 0™ (q3 (3375 + bas})

+qa(bia + b44éf;) +qs5(bis + bSSElg))]_l

such that (¢*,q) =1, {(g*,g) = 0.

Next, we can obtain the coefficients which will be used to determine the properties of

the Hopf bifurcation by using a computation process similar as in [19]:

0 =2B10Dq5(75 - 1),
gu = BroD(gs + 33)(q5 - 1),

g2 = 2B10Dg5(75 - 1),

. 1 _ 1
&1 =2p7D(7; - 1) (WfP(O)qg + 5 Wa0 (0075 + W'(0) + o Wé??(O)),

with

Wzo(e) = Mejmwo@ + Me—irowoe +E162i70“’09,
ToWo 3towo

1900 irguo , B1G(0) _irguns
Towo ToWo

W) = - +Ey,
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where E; and E; can be determined by the following equations respectively:

iy — ay 0 —ai —byy e~2itowo  _ bis e~2it0wo -1 E§1)
—d 2iwgy — —an3 0 0 Eiz)
Ei=2 0 —as) aég 0 0 01
0 0 —bgze 200 al, 0 0
—as) 0 0 0 ﬂ/55 0
-1

ap O a3 b bis EY

ay ad a3 0 0 E;Z)
Ez = - 0 a3y ds3 + bgg 0 0 0 )

0 0 b43 a4qq + b44 0 0
asy 0 0 0 ass + b55 0
with
dé?) = 2ia)0 —asz3 — bgge_ZiIOwo,
6124 = 2iw0 — adgs — b44€_2irow0,
ﬂ/55 =2iwg — dss — b55€_2imw0,
EV=-Bgs,  EY =P,
EP=Blas+as),  EY =Plgs+ ).
Then we can get the following coefficients:

Ci(0) = L gugeo - 2lgul* - g2 + &2

2‘[06()0 20 3 2 ’

Re{C1(0)}
= =2Re! C1(0)}, 20
Ha Re(3(zo)] B2 {Cl0)} (20)
o _Im{C,(0)} + pa Im{A'(zo)}
2 Towo ’

In conclusion, we have the following results.

Theorem 2 For system (3), if o > 0 (U < 0), then the Hopf bifurcation is supercritical
(subcritical). If By < 0 (B > 0), then the bifurcating periodic solutions are stable (unstable).
If T, > 0 (T, < 0), then the bifurcating periodic solutions increase (decrease).

4 Numerical simulation

In this section, we present a numerical example to verify the theoretical analysis in Sec-
tion 2 and Section 3. Let A =2, p = 0.32, « = 0.25, 8 = 0.3, © = 0.003, § = 0.3, n = 0.06,
£ =0.07, y = 0.4. Then we get a particular case of system (3):

B =2 -03S@)I(t) - 0.3235() + 0.3R(t — 7) +0.06 V(¢ 1),

4EQ) _ 0. 35()I(E) - 0.253E(r),

40 - 0.25E(t) - 0.0731(¢) - 0.41(¢ - 1), o
RO - 0.41(t — 1) - 0.003R(£) — 0.3R(t - T),

40 - 0.328(¢) - 0.003V(¢) - 0.06 V(¢ - 7).
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30

46
44
25 42

w0 40
R(t) 20 E(t)

Figure 1 The phase plot of the states S, E, R for T = 2.365 < 2.4273 = 1.

V()

1) ' S()

Figure 2 The phase plot of the states S, I, V for T = 2.365 < 2.4273 = 1.

It is easy to verify that Ry = 4.8750 > 1 and system (21) has the unique positive equilib-
rium D, (1.5956,44.7772,23.6666,31.2430,8.104:6). Further, we have wy = 0.4883, 1 =
2.4273. First, we choose 7 = 2.365 < 19, the corresponding phase plots are shown in Fig-
ures 1 and 2; it is easy to see that system (21) is asymptotically stable from Figures 1 and 2.
Then we choose 7 = 2.595 > 7y. The corresponding phase plots are illustrated by Figures 3
and 4. We can see that system (21) undergoes a Hopf bifurcation in this case. This prop-
erty can also be seen from the bifurcation diagram in Figure 5. In addition, we obtain
A (o) = 0.0540 + 0.07744, C;(0) = —1.2390 + 0.9658i. Thus, we have uy = 22.9444 > 0,
By =-2.4780 <0, Ty = -2.1690 < 0. From Theorem 2, we can conclude that the Hopf bi-
furcation is supercritical and the bifurcating periodic solutions are stable, and the period

of the periodic solutions decreases.

5 Conclusions

This paper is concerned with a delayed SEIRS-V model on the transmission of worms in
a wireless sensor network. The main results are given in terms of local stability and local
Hopf bifurcation. By choosing the delay as a bifurcation parameter, sufficient conditions
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for local stability of the positive equilibrium and existence of the Hopf bifurcation of sys-

tem (3) are obtained. We have proven that when the conditions are satisfied, there exists a

critical value 7 of the delay below which system (3) is stable and above which system (3) is

unstable. Especially, system (3) undergoes a Hopf bifurcation at the positive equilibrium

when t = 73. The occurrence of Hopf bifurcation means that the state of worms preva-

lence in a wireless sensor network changes from a positive equilibrium to a limit cycle,

which is not welcomed in a wireless sensor network. Hence, we should control the occur-

rence of Hopf bifurcation by combining some bifurcation control strategies, and we leave

this as the future work. Further, the properties of Hopf bifurcation are studied by using

the normal form method and the center manifold theorem. Finally, a numerical example

is given to support our theoretical results.
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